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QUESTION 1

Refer to the exhibit. 

What does the Auth Mode enable? 

A. sets the authentication mechanism(s) that must be used by clients if they wish to roam between access controllers 

B. adds message integrity checks to messages sent between access controllers in the roaming group 

C. ensures that all traffic between access controllers is encrypted 

D. ensures access controllers are authenticated before they join the roaming group 

Correct Answer: B 

 

QUESTION 2

An organization\\'s security policy mandates the use of 802.1X port based authentication. The organization\\'s security
policy also mandates that before an employee\\'s personal device can connect to the wireless network, it must download
anti-virus, security patch, and other essential software. What should be configured on the access point to support these
requirements? 

A. EAP-TLS 

B. dynamic WEP 

C. portal authentication 

D. 802.1X guest VLAN 

Correct Answer: D 

 

QUESTION 3
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A network administrator is setting up a wireless network secured by 802.1X authentication in EAP mode with an HP
BYOD solution. What is an important concept to remember when configuring a Windows laptop to access the wireless
network? 

A. Root certificates from a Certificate Authority are not needed. The laptop will validate the RADIUS certificate using its
client certificate. 

B. Do not validate any certificates sent by the RADIUS server. This may cause security issues. 

C. User Access Manager can self-generate its own certificate, and this kind of certificate does not need any validation. 

D. To automatically validate a certificate sent by User Access Manager (UAM), a client must have a root certificate from
the Certificate Authority that issued the UAM certificate 

Correct Answer: A 

 

QUESTION 4

The Wireless Intrusion Prevention System (WIPS) determines that a client has exceeded the maximum number of
authentication requests that a client should make in the allowed period. What does the WIPS system do? 

A. adds the client\\'s MAC address to the static blacklist on the access controller 

B. adds the client\\'s MAC address to the static blacklist on the access point 

C. adds the client\\'s MAC address to the dynamic blacklist for the access point 

D. removes the client\\'s MAC address from the whitelist on the access controller 

Correct Answer: C 

 

QUESTION 5

Which factors impact the calculation of the Effective Isotropic Radiated Power (EIRP)? 

A. antenna gain, cable loss, and transmit power 

B. propagation loss, receiver sensitivity, and transmit power 

C. antenna height, interference, and receiver signal strength 

D. antenna gain, propagation loss, and transmit power 

Correct Answer: A 
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