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QUESTION 1

IPsec tunneling is used as a backup connection as shown below: Which of the following statements are true about the
tunnel interface? (Choose two answers)

[ IPSecTunnel _n

Server

A. IPsec security policy should be applied to the tunnel interface
B. Protocol for the Tunnel Interface must be GRE.

C. Tunnel interface needs to be configured on the IP address and the IP address of the gateway. The external network
IP address of the outgoing interface must be in the same network segment.

D. Tunnel interfaces can be added to any security zone, provided they have the appropriate inter-domain security
policies.

Correct Answer: AD

QUESTION 2

Which of the following state indicates that the BFD session has been successfully established?
A. Down

B. Init

C.Up

D. AdminUp

Correct Answer: C

QUESTION 3

In static fingerprint filtering for different packets with different processing methods, which of the following statements is
correct? (Choose two answers)

A. TCP / UDP / custom services can be based on the load (ie, packet data segment) fingerprints.
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B. DNS packets fingerprints for Query ID.
C. HTTP packets fingerprints for Universal Resource Identifier URI (Uniform Resource Identifier).
D. ICMP packets through fingerprints identifier.

Correct Answer: AC

QUESTION 4

Network attacks include flood attacks, scanning and sniffing attacks, malformed-packet attacks, and special-packet
attacks.

A. TRUE
B. FALSE

Correct Answer: A

QUESTION 5

Hot Standby networking environment is shown in Figure 1 and 2 backup group joined VGMP management group,
USG_A main equipment, USG_B as a backup device.
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When USG_A is in failed state, such as power failure, this time USG_B state switched from Slave to
Master.

When USG_A firewall recovers, it switches back to its state Master, and USG_B status remains as Master.
What has caused this phenomenon?

A. Two firewall load balancing mode, both in the same backup set is configured to master, also configure the Slave
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B. USGA after the failure to restore its priority VRRP backup group did not recover in time
C. After the USGA recover from a failure, malfunction heartbeat
D. No configuration hrp track

Correct Answer: C
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