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QUESTION 1

Which of the following is an attack with IP fragments that cannot be reassembled?
A. Password guessing attack

B. Smurf attack

C. Teardrop attack

D. Dictionary attack

Correct Answer: C

QUESTION 2

Which of the following responsibilities does not come under the audit process? Each correct answer represents a
complete solution. (Choose all that apply.)

A. Reviewing the results of the audit procedures.

B. Reporting all facts and circumstances of the irregular and illegal acts.
C. Planning the IT audit engagement based on the assessed level of risk.
D. Applying security policies.

Correct Answer. ABC

QUESTION 3
Jain works as a professional Ethical Hacker. He has been assigned a project for testing the security of www.abc.com.

He wants to corrupt an IDS signature database so that performing attacks on the server is made easy and he can
observe the flaws in the ABC server.

To perform his task, he first of all sends a virus that continuously changes its signature to avoid detection from IDS.
Since the new signature of the virus does not match the old signature, which is entered in the IDS signature database,
IDS becomes unable to point out the malicious virus.

Which of the following IDS evasion attacks is John performing?

A. Evasion attack

B. Polymorphic shell code attack

C. Insertion attack

D. Session splicing attack

Correct Answer: B
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QUESTION 4

In which of the following locations can the Cisco IOS file reside?

Each correct answer represents a complete solution. (Choose all that apply.)
A. NVRAM

B. TFTP server

C. ROM

D. Flash memory

Correct Answer: BD

QUESTION 5

Which of the following is used to provide hook handling facility within the Linux kernel in order to capture and manipulate
network packets?

A. WinPcap
B. WinDump
C. Tcpdump
D. Netfilter

Correct Answer: D
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