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QUESTION 1

Which of the following devices is used to identify out-of-date software versions, applicable patches, system upgrades,
etc? 

A. Retinal scanner 

B. Vulnerability scanner 

C. Fingerprint reader 

D. Smart card reader 

Correct Answer: B 

 

QUESTION 2

As a professional hacker, you want to crack the security of secureserver.com. For this, in the information gathering step,
you performed scanning with the help of nmap utility to retrieve as many different protocols as possible being used by
the secureserver.com so that you could get the accurate knowledge about what services were being used by the secure
server.com. Which of the following nmap switches have you used to accomplish the task? 

A. nmap -sS 

B. nmap -sT 

C. nmap -vO 

D. nmap -sO 

Correct Answer: D 

 

QUESTION 3

Which of the following statements about Access control list (ACL) are true? Each correct answer represents a complete
solution. (Choose three.) 

A. Extended IP Access Control List permits or denies traffic from a specific source IP addresses or for a specific
destination IP address, and port. 

B. Standard IP Access Control List permits or denies packets only from specific source IP addresses. 

C. Access control list filters packets or network traffic by controlling whether routed packets are forwarded or blocked at
the router\\'s interfaces. 

D. Extended IP Access Control List permits or denies packets only from a specific source IP addresses. 

E. Standard IP Access Control List can be used to permit or deny traffic from a specific source IP addresses or for a
specific destination IP address, and port. 

Correct Answer: ABC 
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QUESTION 4

Which of the following methods is used by forensic investigators to acquire an image over the network in a secure
manner? 

A. DOS boot disk 

B. EnCase with a hardware write blocker 

C. Linux Live CD 

D. Secure Authentication for EnCase (SAFE) 

Correct Answer: D 

 

QUESTION 5

Which of the following types of firewall functions by creating two different communications, one between the client and
the firewall, and the other between the firewall and the end server? 

A. Stateful firewall 

B. Proxy-based firewall 

C. Endian firewall 

D. Packet filter firewall 

Correct Answer: B 
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