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QUESTION 1

Fill in the blank with appropriate address translation type. 

A ______ performs translation of one IP address to a different one automatically. It requires manually defining two sets
of addresses on the address translation device (probably a router). One set defines which inside addresses are allowed
to be translated, and the other defines what these addresses are to be translated to. 

A. None 

B. Dynamic NAT 

C. Static NAT 

D. Both 

Correct Answer: B 

 

QUESTION 2

Which of the following commands will you use with the tcpdump command to capture the traffic from a filter stored in a
file? 

A. tcpdump -F file_name 

B. tcpdump -D file_name 

C. tcpdump -A file_name 

D. tcpdump -X file_name 

Correct Answer: A 

 

 

QUESTION 3

Which of the following types of firewalls increases the security of data packets by remembering the state of connection
at the network and the session layers as they pass through the filter? 

A. Stateless packet filter firewall 

B. Virtual firewall 

C. PIX firewall 

D. Stateful packet filter firewall 

Correct Answer: D 
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QUESTION 4

Paul works as a Technical Representative in a CSIRT for ABC Inc. His team is called to investigate the computer of an
employee, who is suspected for classified data theft. Suspect\\'s computer runs on Windows operating system. Paul
wants to collect data and evidences for further analysis. He knows that in Windows operating system, the data is
searched in pre-defined steps for proper and efficient analysis. 

Which of the following is the correct order for searching data on a Windows based system? 

A. Volatile data, file slack, internet traces, registry, memory dumps, system state backup, file system. 

B. Volatile data, file slack, registry, memory dumps, file system, system state backup, internet traces. 

C. Volatile data, file slack, file system, registry, memory dumps, system state backup, internet traces. 

D. Volatile data, file slack, registry, system state backup, internet traces, file system, memory dumps. 

Correct Answer: C 

 

QUESTION 5

Which of the following vulnerability scanners detects vulnerabilities by actually performing attacks? 

A. Port scanner 

B. Computer worm 

C. Network enumerator 

D. Web application security scanner 

Correct Answer: D 
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