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QUESTION 1

Which of the following statements are true about an IPv6 network? 

Each correct answer represents a complete solution. (Choose all that apply.) 

A. For interoperability, IPv4 addresses use the last 32 bits of IPv6 addresses. 

B. It provides improved authentication and security. 

C. It uses 128-bit addresses. 

D. It increases the number of available IP addresses. 

E. It uses longer subnet masks than those used in IPv4. 

Correct Answer: ABCD 

 

QUESTION 2

Adam works as a Senior Programmer for Umbrella Inc. A project has been assigned to him to write a short program to
gather user input for a Web application. He wants to keep his program neat and simple. His chooses to use printf(str)
where he should have ideally used printf("%s", str). 

What attack will his program expose the Web application to? 

A. Cross Site Scripting attack 

B. Format string attack 

C. Sequence++ attack 

D. SQL injection attack 

Correct Answer: B 

 

QUESTION 3

Which of the following applications cannot proactively detect anomalies related to a computer? 

A. NIDS 

B. HIDS 

C. Anti-virus scanner 

D. Firewall installed on the computer 

Correct Answer: A 
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QUESTION 4

You work as a Network Administrator for ABC Inc. The office network is configured as an IPv6 network. You have to
configure a computer with the IPv6 address, which is equivalent to an IPv4 publicly routable address. 

Which of the following types of addresses will you choose? 

A. Local-link 

B. Site-local 

C. Global unicast 

D. Loopback 

Correct Answer: C 

 

QUESTION 5

Rick works as the Security Manager for ABC Inc. He wants to continue the evaluation of rules according to 

the ordered list to identify matches even if a match is found. 

Which of the following rulebases will he use to accomplish the task? 

Each correct answer represents a complete solution. (Choose all that apply.) 

A. Backdoor rulebase 

B. Nonterminal rulebase 

C. Terminal rulebase 

D. IDP rulebase 

Correct Answer: BD 
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