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QUESTION 1

An organization is implementing a control for the Account Monitoring and Control CIS Control, and have set the Account
Lockout Policy as shown below. What is the risk presented by these settings? 

A. Brute-force password attacks could be more effective. 

B. Legitimate users could be unable to access resources. 

C. Password length and complexity will be automatically reduced. 

D. Once accounts are locked, they cannot be unlocked. 

Correct Answer: B 

 

QUESTION 2

Which projects enumerates or maps security issues to CVE? 

A. SCAP 

B. CIS Controls 

C. NIST 

D. ISO 2700 

Correct Answer: A 

 

QUESTION 3

What could a security team use the command line tool Nmap for when implementing the Inventory and Control of
Hardware Assets Control? 

A. Control which devices can connect to the network 

B. Passively identify new devices 
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C. Inventory offline databases 

D. Actively identify new servers 

Correct Answer: D 

 

QUESTION 4

How does an organization\\'s hardware inventory support the control for secure configurations? 

A. It provides a list of managed devices that should be secured 

B. It provides a list of unauthorized devices on the network 

C. It provides the MAC addresses for insecure network adapters 

D. It identifies the life cycle of manufacturer support for hardware devices 

Correct Answer: A 

 

QUESTION 5

An organization is implementing an application software security control their custom-written code that provides
web--based database access to sales partners. Which action will help mitigate the risk of the application being
compromised? 

A. Providing the source code for their web application to existing sales partners 

B. Identifying high-risk assets that are on the same network as the web application server 

C. Creating signatures for their IDS to detect attacks specific to their web application 

D. Logging the connection requests to the web application server from outside hosts 

Correct Answer: C 
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