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QUESTION 1

An organization has installed a firewall for Boundary Defense. It allows only outbound traffic from internal workstations
for web and SSH, allows connections from the internet to the DMZ, and allows guest wireless access to the internet
only. How can an auditor validate these rules? 

A. Check for packets going from the Internet to the Web server 

B. Try to send email from a wireless guest account 

C. Check for packages going from the web server to the user workstations 

D. Try to access the internal network from the wireless router 

Correct Answer: D 

 

QUESTION 2

Which approach is recommended by the CIS Controls for performing penetration tests? 

A. Document a single vulnerability per system 
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B. Utilize a single attack vector at a time 

C. Complete intrusive tests on test systems 

D. Execute all tests during network maintenance windows 

Correct Answer: C 

 

QUESTION 3

Which of the following will decrease the likelihood of eavesdropping on a wireless network? 

A. Broadcasting in the 5Ghz frequency 

B. Using Wired Equivalent Protocol (WEP) 

C. Using EAP/TLS authentication and WPA2 with AES encryption 

D. Putting the wireless network on a separate VLAN 

Correct Answer: C 

 

QUESTION 4

As part of an effort to implement a control on E-mail and Web Protections, an organization is monitoring their webserver
traffic. Which event should they receive an alert on? 

A. The number of website hits is higher that the daily average 

B. The logfiles of the webserver are rotated and archived 

C. The website does not respond to a SYN packet for 30 minutes 

D. The website issues a RST to a client after the connection is idle 

Correct Answer: C 

 

QUESTION 5

Which of the options below will do the most to reduce an organization\\'s attack surface on the internet? 

A. Deploy an access control list on the perimeter router and limit inbound ICMP messages to echo requests only 

B. Deploy antivirus software on internet-facing hosts, and ensure that the signatures are updated regularly 

C. Ensure that rotation of duties is used with employees in order to compartmentalize the most important tasks 

D. Ensure only necessary services are running on Internet-facing hosts, and that they are hardened according to best
practices 

Correct Answer: D 
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