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QUESTION 1

Which of the following should be used to test antivirus software?
A. FIPS 140-2

B. Code Red

C. Heartbleed

D. EICAR

Correct Answer: D

QUESTION 2

During a security audit which test should result in a source packet failing to reach its intended destination?
A. A new connection request from the Internet is sent to a host on the company \\'s internal net work

B. A packet originating from the company\\'s DMZ is sent to a host on the company\\'s internal network

C. A new connection request from the internet is sent to the company\\'s DNS server

D. A packet originating from the company\\'s internal network is sent to the company\\'s DNS server

Correct Answer: A

QUESTION 3

John is implementing a commercial backup solution for his organization. Which of the following steps should be on the
configuration checklist?

A. Enable encryption if it \\'s not enabled by default
B. Disable software-level encryption to increase speed of transfer
C. Develop a unique encryption scheme

Correct Answer: A

QUESTION 4

Given the audit finding below, which CIS Control was being measured?

* 58% percent of syatem assets do not require multi-factor suthentication for elewvated account access
* 9% percent of ayatem assets do not enforce encrypted chanrels for elevated account activity
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A. Controlled Access Based on the Need to Know

B. Controlled Use of Administrative Privilege

C. Limitation and Control of Network Ports, Protocols and Services

D. Secure Configurations for Hardware and Software on Laptops, Workstations, and Servers
E. Inventory and Control of Hardware Assets

Correct Answer: B

QUESTION 5

How does an organization\\'s hardware inventory support the control for secure configurations?
A. It provides a list of managed devices that should be secured

B. It provides a list of unauthorized devices on the network

C. It provides the MAC addresses for insecure network adapters

D. It identifies the life cycle of manufacturer support for hardware devices

Correct Answer: A
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