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QUESTION 1

Which of the following items would be used reactively for incident response? 

A. A schedule for creating and storing backup 

B. A phone tree used to contact necessary personnel 

C. A script used to verify patches are installed on systems 

D. An IPS rule that prevents web access from international locations 

Correct Answer: B 

 

QUESTION 2

Which projects enumerates or maps security issues to CVE? 

A. SCAP 

B. CIS Controls 

C. NIST 

D. ISO 2700 

Correct Answer: A 

 

QUESTION 3

What is a recommended defense for the CIS Control for Application Software Security? 

A. Keep debugging code in production web applications for quick troubleshooting 

B. Limit access to the web application production environment to just the developers 

C. Run a dedicated vulnerability scanner against backend databases 

D. Display system error messages for only non-kernel related events 

Correct Answer: C 

 

QUESTION 4

An organization is implementing a control for the Limitation and Control of Network Ports, Protocols, and Services CIS
Control. Which action should they take when they discover that an application running on a web server is no longer
needed? 

A. Uninstall the application providing the service 
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B. Turn the service off in the host configuration files 

C. Block the protocol for the unneeded service at the firewall 

D. Create an access list on the router to filter traffic to the host 

Correct Answer: A 

 

QUESTION 5

Which of the following is necessary for implementing and automating the Continuous Vulnerability Assessment and
Remediation CIS Control? 

A. Software Whitelisting System 

B. System Configuration Enforcement System 

C. Patch Management System 

D. Penetration Testing System 

Correct Answer: C 
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