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QUESTION 1

Which of the following is a reliable way to test backed up data?
A. Verify the file size of the backup

B. Confirm the backup service is running at the proper time

C. Compare data hashes of backed up data to original systems
D. Restore the data to a system

Correct Answer: D

QUESTION 2

Scan 1 was taken on Monday. Scan 2 was taken of the same network on Wednesday. Which of the following findings is
accurate based on the information contained in the scans?
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A. The host located at 192.168.177.7 is no longer on the network

B. The host with MAC Address D8:50:E6:9F:EE:60 is no longer on the network
C. The host located at 192.168.177.21 is a new host on the network

D. The host with MAC Address D8:50:E6:9F:EE:60 had an IP address change

Correct Answer: D

QUESTION 3

Acme Corporation performed an investigation of its centralized logging capabilities. It found that the central server is

missing several types of logs from three servers in Acme\\'s inventory. Given these findings, what is the most
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appropriate next step?

A. Define processes to manually review logs for the problem servers

B. Restart or reinstall the logging service on each of the problem servers

C. Perform analysis to identify the source of the logging problems

D. Document the missing logs in the core evaluation report as a minor issue

Correct Answer: C

QUESTION 4

After installing a software package on several workstations, an administrator discovered the software opened network
port TCP 23456 on each workstation. The port is part of a software management function that is not needed on
corporate workstations. Which actions would best protect the computers with the software package installed?

A. Document the port number and request approval from a change control group

B. Redirect traffic to and from the software management port to a non-default port

C. Block TCP 23456 at the network perimeter firewall

D. Determine which service controls the software management function and opens the port, and disable it

Correct Answer: D

QUESTION 5

Which of the following should be measured and analyzed regularly when implementing the Secure Configuration for
Hardware and Software on Mobile Devices, Laptops, Workstations, and Servers CIS Control?

A. How long does it take to identify new unauthorized listening ports on the network systems

B. How long does it take to remove unauthorized software from the organization\\'s systems

C. What percentage of the organization\\'s applications are using sandboxing products

D. What percentage of assets will have their settings enforced and redeployed

E. What percentage of systems in the organization are using Network Level Authentication (NLA)

Correct Answer: D
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