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QUESTION 1

Given the audit finding below, which CIS Control was being measured? 

A. Controlled Access Based on the Need to Know 

B. Controlled Use of Administrative Privilege 

C. Limitation and Control of Network Ports, Protocols and Services 

D. Secure Configurations for Hardware and Software on Laptops, Workstations, and Servers 

E. Inventory and Control of Hardware Assets 

Correct Answer: B 

 

QUESTION 2

What is an organization\\'s goal in deploying a policy to encrypt all mobile devices? 

A. Enabling best practices for the protection of their software licenses 

B. Providing their employees, a secure method of connecting to the corporate network 

C. Controlling unauthorized access to sensitive information 

D. Applying the principle of defense in depth to their mobile devices 

Correct Answer: C 

 

QUESTION 3

An auditor is focusing on potential vulnerabilities. Which of the following should cause an alert? 

A. Workstation on which a domain admin has never logged in 

B. Windows host with an uptime of 382 days 

C. Server that has zero browser plug-ins 

D. Fully patched guest machine that is not in the asset inventory 

Correct Answer: B 
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QUESTION 4

Below is a screenshot from a deployed next-generation firewall. These configuration settings would be a defensive
measure for which CIS Control? 

A. Controlled Access Based on the Need to Know 

B. Limitation and Control of Network Ports, Protocols and Services 

C. Email and Web Browser Protections 

D. Secure Configuration for Network Devices, such as Firewalls, Routers and Switches. 

Correct Answer: C 

 

QUESTION 5

To effectively implement the Data Protection CIS Control, which task needs to be implemented first? 

A. The organization\\'s proprietary data needs to be encrypted 

B. Employees need to be notified that proprietary data should be protected 

C. The organization\\'s proprietary data needs to be identified 
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D. Appropriate file content matching needs to be configured 

Correct Answer: C 
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