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QUESTION 1

Learning suggestions in the Policy Building pages allow for which of the following? (Choose 2)

A. XML-based parameters and associated schema are automatically learned.

B. Blocking response pages can be automatically generated from web site content.

C. Flow level parameters are displayed when found and can be accepted into the current policy.

D. The administrator may modify whether the BIG-IP ASM System will learn, alarm, or block detected violations.

E. Maximum acceptable values for length violations are calculated and can be accepted into the security policy by the
administrator.

Correct Answer: CE

QUESTION 2

Which of the following storage type combinations are configurable in an ASM logging profile?
A. Local and Syslog

B. Local and Remote

C. Remote and Syslog

D. Remote and Reporting Server

Correct Answer: B

QUESTION 3

Which of the following is not a configurable parameter data type?
A. Email

B. Array

C. Binary

D. Decimal

Correct Answer: B

QUESTION 4

Which of the following statements are correct regarding positive and negative security models? (Choose 2)
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A. Positive security model allows all transactions by default.
B. Negative security model denies all transactions by default.
C. Negative security model allows all transactions by default and rejects only transactions that contain attacks.

D. Positive security model denies all transactions by default and uses rules that allow only those transactions that are
considered safe and valid.

Correct Answer: CD

QUESTION 5

A request is sent to the BIG-IP ASM System that generates a Length error violation. Which of the following length types
provides a valid learning suggestion? (Choose 3)

A. URL

B. Cookie

C. Response
D. POST data
E. Query string

Correct Answer: ADE
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