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QUESTION 1

Which of the following mitigation techniques is based on anomaly detection? (Choose 2)
A. Brute force attack prevention

B. Cross-site request forgery prevention

C. Web scraping attack prevention

D. Parameter tampering prevention

Correct Answer: AC

QUESTION 2

The BIG-IP ASM System sets two types of cookies to enforce elements in the security policy. The two types are main
and frame cookies. What is the purpose of the frame cookie? (Choose 2)

A. Validates domain cookies

B. Detects session expiration

C. Stores dynamic parameters and values

D. Handles dynamic parameter names and flow extractions

Correct Answer: CD

QUESTION 3

Which of the following is not a feature of a standalone BIG-IP ASM System?
A. Attack signatures

B. Multiple pool members

C. Positive security model

D. Real-time traffic policy builder

E. Pre-defined security policy templates

Correct Answer: B

QUESTION 4

A user is building a security policy using the Deployment Wizard and the Rapid Deployment application template. By
default, which settings will be applied to the security policy? (Choose 3)
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A. Data Guard will be enabled.

B. The enforcement mode will be set to transparent.

C. The encoding language will be set to auto detect.

D. Wildcard tightening will be enabled on file types and parameters.

E. The Attack signature set applied will be Generic Detection Signatures.

Correct Answer: ABE

QUESTION 5

The Web Application Security Administrator user role can perform which of the following functions? (Choose 2)
A. Modify HTTP class profiles

B. Create new HTTP class profiles

C. Create new Attack signature sets

D. Assign HTTP class profiles to virtual servers

E. Configure Advanced options within the BIG-IP ASM System

Correct Answer: CE
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