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QUESTION 1

Which level of parameter assumes the highest precedence in BIG-IP ASM System processing logic?
A. Flow

B. Object

C. Global

D. URL

Correct Answer: A

QUESTION 2

When configuring the BIG-IP ASM System in redundant pairs, which of the following are synchronized? (Choose 2)
A. License file

B. Security policies

C. Web applications

D. Request information

E. Traffic learning information

Correct Answer: BC

QUESTION 3

Which of the following is not a feature of a standalone BIG-IP ASM System?
A. Attack signatures

B. Multiple pool members

C. Positive security model

D. Real-time traffic policy builder

E. Pre-defined security policy templates

Correct Answer: B

QUESTION 4

Learning suggestions in the Policy Building pages allow for which of the following? (Choose 2)
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A. XML-based parameters and associated schema are automatically learned.

B. Blocking response pages can be automatically generated from web site content.

C. Flow level parameters are displayed when found and can be accepted into the current policy.

D. The administrator may modify whether the BIG-IP ASM System will learn, alarm, or block detected violations.

E. Maximum acceptable values for length violations are calculated and can be accepted into the security policy by the
administrator.

Correct Answer: CE

QUESTION 5

Which of the following does not pertain to protecting the Requested Resource (URI) element?
A. File type validation

B. URL name validation

C. Domain cookie validation

D. Attack signature validation

Correct Answer: C
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