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QUESTION 1

Which of the following does not pertain to protecting the Requested Resource (URI) element? 

A. File type validation 

B. URL name validation 

C. Domain cookie validation 

D. Attack signature validation 

Correct Answer: C 

 

QUESTION 2

Which of the following mitigation techniques is based on anomaly detection? (Choose 2) 

A. Brute force attack prevention 

B. Cross-site request forgery prevention 

C. Web scraping attack prevention 

D. Parameter tampering prevention 

Correct Answer: AC 

 

QUESTION 3

Tightening is a feature of which type of entity? 

A. Explicit URLs 

B. Attack signatures 

C. Flow login URLs 

D. Wildcard parameters 

Correct Answer: D 

 

QUESTION 4

There are multiple HTTP class profiles assigned to a virtual server. Each profile has Application Security enabled.
Which statement is true? 

A. Traffic will process through every HTTP class profile every time. 
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B. Traffic will process through the first HTTP class profile that it matches and then stops. 

C. Traffic will process through one HTTP class profile and if the traffic matches another profile, BIG-IP System will send
a redirect to the client. 

D. Traffic will only process through the HTTP class profile that it matches but always processes through the whole list
and will process through each HTTP class profile it matches. 

Correct Answer: B 

 

QUESTION 5

When building a policy based on live traffic using the automated policy builder, which of the following elements will not
be taken into account when analyzing the traffic? 

A. The size of the response 

B. The requested resource (URI) 

C. The response code from the web server 

D. The parameter values of static based parameters 

Correct Answer: A 
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