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QUESTION 1

Which of the following are default settings when using the Policy Builder to build a security policy based on the QA lab
deployment scenario? (Choose 2) 

A. All learned entities are placed in staging. 

B. Attack signatures are not placed in staging 

C. The security policy is placed in blocking mode 

D. Tightening is enabled only on file types and parameters. 

Correct Answer: BC 

 

QUESTION 2

Which of the following are properties of an ASM logging profile? (Choose 2) 

A. storage type 

B. storage filter 

C. storage policy 

D. web application 

Correct Answer: AB 

 

QUESTION 3

The Web Application Security Administrator user role can perform which of the following functions? (Choose 2) 

A. Modify HTTP class profiles 

B. Create new HTTP class profiles 

C. Create new Attack signature sets 

D. Assign HTTP class profiles to virtual servers 

E. Configure Advanced options within the BIG-IP ASM System 

Correct Answer: CE 

 

QUESTION 4

Which of the following are correct regarding Wildcard entities? (Choose 2) 
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A. Wildcard entities are the basis for positive security logic. 

B. Wildcard entities are the basis for negative security logic. 

C. Wildcard entities require the need to learn only from violations. 

D. Wildcard entities can be applied to file types, URLs, cookies and parameters. 

Correct Answer: AD 

 

QUESTION 5

Flow login allows for more granular protection of login and logout URLs within web applications. Which of the following
are components of flow login? (Choose 3) 

A. Schema 

B. Login URLs 

C. Login pages 

D. Attack signatures 

E. Access validation 

Correct Answer: BCE 
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