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QUESTION 1

Which takes precedence: WebBlocker category match or a WebBlocker exception? 

A. WebBlocker exception 

B. WebBlocker category match 

Correct Answer: A 

 

 

QUESTION 2

Match each WatchGuard Subscription Service with its function. 

Prevents accidental or unauthorized transmission of confidential information outside your network. (Choose one). 

A. Reputation Enable Defense RED 

B. Gateway / Antivirus 

C. Data Loss Prevention DLP 

D. Intrusion Prevention Server IPS 

E. APT Blocker 

Correct Answer: C 

Data Loss Prevention (DLP) watches for accidental and intentional breaches of private/sensitive data through an
organizational policy. Provides a library of over 200 rules to protect organization data and has the ability to parse over
30 different file formats including Microsoft Office formats and PDFs. 

Reference: http://www.tomsitpro.com/articles/network-security-solutions-guide, 2-866-6.html 

 

QUESTION 3

Match each WatchGuard Subscription Service with its function. 

Uses signatures to provide real-time protection against network attacks. (Choose one). 

A. Reputation Enable Defense RED 

B. Data Loss Prevention DLP 

C. Intrusion Prevention Server IPS 

D. Application Control 

E. APT Blocker 
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Correct Answer: C 

Intrusion Prevention Service (IPS) -- As with the other IPS offers, the IPS module is intended to detect and in real time
mitigate intrusions coming into a network. This includes a large signature data base that monitors for spyware, SQL
injections, cross-site scripting (XSS), and buffer overflows. 

Reference: http://www.tomsitpro.com/articles/network-security-solutions-guide, 2-866-6.html 

 

QUESTION 4

Match each WatchGuard Subscription Service with its function. 

Uses rules, pattern matching, and sender reputation to block unwanted email messages. (Choose one). 

A. Reputation Enable Defense RED 

B. Gateway / Antivirus 

C. Spam Blocker 

D. Intrusion Prevention Server IPS 

E. APT Blocker 

Correct Answer: C 

SpamBlocker provides a spam scanning engine that works in concert with WatchGuard\\'s cloud-based technology to
prevent spam from gaining access to the email servers (and clients). 

Reference: http://www.tomsitpro.com/articles/network-security-solutions-guide, 2-866-6.html 

 

QUESTION 5

Match each WatchGuard Subscription Service with its function. 

Scans files to detect malicious software infections. (Choose one). 

A. Reputation Enable Defense RED 

B. Gateway / Antivirus 

C. Data Loss Prevention DLP 

D. Spam Blocker 

E. Quarantine Server 

Correct Answer: B 

Gateway Antivirus provides a virus scanner that uses both an extensive signature database (updated through
subscription) and a heuristic analysis engine. 

Reference: http://www.tomsitpro.com/articles/network-security-solutions-guide, 2-866-6.html 
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