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QUESTION 1

Michael, a Licensed Penetration Tester, wants to create an exact replica of an original website, so he can 

browse and spend more time analyzing it. 

Which of the following tools will Michael use to perform this task? 

A. VisualRoute 

B. NetInspector 

C. BlackWidow 

D. Zaproxy 

Correct Answer: C 

 

QUESTION 2

A penetration test will show you the vulnerabilities in the target system and the risks associated with it. An educated
valuation of the risk will be performed so that the vulnerabilities can be reported as High/Medium/ Low risk issues. 

What are the two types of `white-box\\' penetration testing? 

A. Announced testing and blind testing 

B. Blind testing and double blind testing C. Blind testing and unannounced testing 

D. Announced testing and unannounced testing 

Correct Answer: D 

 

QUESTION 3

James, a research scholar, received an email informing that someone is trying to access his Google account from an
unknown device. When he opened his email message, it looked like a standard Google notification instructing him to
click the link below to take further steps. This link was redirected to a malicious webpage where he was tricked to
provide Google account credentials. James observed that the URL began with www.translate.google.com giving a
legitimate appearance. In the above scenario, identify the type of attack being performed on James\\' email account? 

A. SMiShing 
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B. Dumpster diving 

C. Phishing 

D. Vishing 

Correct Answer: C 

 

QUESTION 4

Watson works as a Penetrating test engineer at Neo security services. The company found its wireless network
operating in an unusual manner, with signs that a possible cyber attack might have happened. Watson was asked to
resolve this problem. Watson starts a wireless penetrating test, with the first step of 

discovering wireless networks by war-driving. After several thorough checks, he identifies that there is 

some problem with rogue access points and resolves it. Identifying rogue access points involves a series 

of steps. 

Which of the following arguments is NOT valid when identifying the rogue access points? 

A. If a radio media type used by any discovered AP is not present in the authorized list of media types, it is considered
as a rogue AP 

B. If any new AP which is not present in the authorized list of APs is detected, it would be considered as a rogue AP 

C. If the radio channel used by any discovered AP is not present in the authorized list of channels, it is considered as a
rogue AP 

D. If the MAC of any discovered AP is present in the authorized list of MAC addresses, it would be considered as a
rogue AP 

Correct Answer: D 

 

QUESTION 5

An employee is trying to access the internal website of his company. When he opened a webpage, he received an error
message notifying "Proxy Authentication Required." He approached the IT department in the company and reported the
issue. The IT staff explained him that this is an HTTP error indicating that the server is unable to process the request
due to lack of appropriate client\\'s authentication credentials for a proxy server that is processing the requests between
the clients and the server. Identify the HTTP error code corresponding to the above error message received by the
employee? 

A. 415 

B. 417 

C. 407 

D. 404 

Correct Answer: C 
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