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QUESTION 1

DNS information records provide important data about:
A. Phone and Fax Numbers

B. Location and Type of Servers

C. Agents Providing Service to Company Staff

D. New Customer

Correct Answer: B

QUESTION 2

Which one of the following tools of trade is a commercial shellcode and payload generator written in Python by Dave
Aitel?

A. Microsoft Baseline Security Analyzer (MBSA)
B. CORE Impact

C. Canvas

D. Network Security Analysis Tool (NSAT)

Correct Answer: C

QUESTION 3

Harold is a web designer who has completed a website for ghttech.net. As part of the maintenance agreement he
signed with the client, Harold is performing research online and seeing how much exposure the site has received so far.
Harold navigates to google.com and types in the following search. link:www.ghttech.net What will this search produce?
A. All sites that link to ghttech.net

B. Sites that contain the code: link:www.ghttech.net

C. All sites that ghttech.net links to

D. All search engines that link to .net domains

Correct Answer: A

QUESTION 4

The first and foremost step for a penetration test is information gathering. The main objective of this test is to gather
information about the target system which can be used in a malicious manner to gain access to the target systems.
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Which of the following information gathering terminologies refers to gathering information through social engineering on-
site visits, face-to-face interviews, and direct questionnaires?

A. Active Information Gathering

B. Pseudonymous Information Gathering

C. Anonymous Information Gathering

D. Open Source or Passive Information Gathering

Correct Answer: A

QUESTION 5

James, a research scholar, received an email informing that someone is trying to access his Google account from an
unknown device. When he opened his email message, it looked like a standard Google notification instructing him to
click the link below to take further steps. This link was redirected to a malicious webpage where he was tricked to
provide Google account credentials. James observed that the URL began with www.translate.google.com giving a
legitimate appearance. In the above scenario, identify the type of attack being performed on James\\' email account?
A. SMiShing

B. Dumpster diving

C. Phishing

D. Vishing

Correct Answer: C
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