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QUESTION 1

Which one of the following is a supporting tool for 802.11 (wireless) packet injections, it spoofs 802.11 packets to verify
whether the access point is valid or not? 

A. Airsnort 

B. Aircrack 

C. Airpwn 

D. WEPCrack 

Correct Answer: C 

 

QUESTION 2

John and Hillary works at the same department in the company. John wants to find out Hillary\\'s network password so
he can take a look at her documents on the file server. He enables Lophtcrack program to sniffing mode. John sends
Hillary an email with a link to Error! Reference source not found. What information will he be able to gather from this? 

A. The SID of Hillary\\'s network account 

B. The network shares that Hillary has permissions 

C. The SAM file from Hillary\\'s computer 

D. Hillary\\'s network username and password hash 

Correct Answer: D 

 

QUESTION 3

An employee is trying to access the internal website of his company. When he opened a webpage, he received an error
message notifying "Proxy Authentication Required." He approached the IT department in the company and reported the
issue. The IT staff explained him that this is an HTTP error indicating that the server is unable to process the request
due to lack of appropriate client\\'s authentication credentials for a proxy server that is processing the requests between
the clients and the server. Identify the HTTP error code corresponding to the above error message received by the
employee? 

A. 415 

B. 417 

C. 407 

D. 404 

Correct Answer: C 
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QUESTION 4

The first phase of the penetration testing plan is to develop the scope of the project in consultation with the 

client. Pen testing test components depend on the client\\'s operating environment, threat perception, 

security and compliance requirements, ROE, and budget. 

Various components need to be considered for testing while developing the scope of the project. 

Which of the following is NOT a pen testing component to be tested? 

A. System Software Security 

B. Intrusion Detection 

C. Outside Accomplices 

D. Inside Accomplices 

Correct Answer: C 

 

QUESTION 5

Identify the type of authentication mechanism represented below: 
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A. NTLMv1 

B. NTLMv2 

C. LAN Manager Hash 

D. Kerberos 

Correct Answer: D 
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