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QUESTION 1

An "idle" system is also referred to as what? 

A. Zombie 

B. PC not being used 

C. Bot 

D. PC not connected to the Internet 

Correct Answer: A 

 

QUESTION 2

Vulnerability assessment is an examination of the ability of a system or application, including current security
procedures and controls, to withstand assault. It recognizes, measures, and classifies security vulnerabilities in a
computer system, network, and communication channels. A vulnerability assessment is used to identify weaknesses
that could be exploited and predict the effectiveness of additional security measures in protecting information resources
from attack. 

Which of the following vulnerability assessment technique is used to test the web server infrastructure for any
misconfiguration and outdated content? 

A. Passive Assessment 

B. Host-based Assessment 

C. External Assessment 

D. Application Assessment 
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Correct Answer: D 

 

QUESTION 3

Joe works as an engagement team lead with Xsecurity Inc. His pen testing team follows all the standard 

pentesting procedures, however, one of the team members inadvertently deletes a document containing 

the client\\'s sensitive information. The client is suing Xsecurity for damages. 

Which part of the Penetration Testing Contract should Joe have written better to avoid this lawsuit? 

A. Objective of the penetration test 

B. Indemnification clause 

C. Fees and project schedule 

D. Non-disclosure clause 

Correct Answer: B 

 

QUESTION 4

Which Wireshark filter displays all the packets where the IP address of the source host is 10.0.0.7? 

A. ip.dst==10.0.0.7 
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B. ip.port==10.0.0.7 

C. ip.src==10.0.0.7 

D. ip.dstport==10.0.0.7 

Correct Answer: C 

 

QUESTION 5

As a normal three-way handshake mechanism system A sends an ACK packet to system B. However, 

system A does not send an ACK packet to system B. In this case, client B is waiting for an ACK packet 

from client A. 

What is the status of client B? 

A. "Half-open" 

B. "Filtered" 

C. "Half-closed" 

D. "Full-open" 

Correct Answer: A 
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