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QUESTION 1

A cloud architect is designing a hybrid cloud for an organization. A requirement for this environment is that the private
cloud user credential be trusted by both cloud provisioning APIs. Which type of authentication will meet this
requirement? 

A. Federated authentication 

B. Asymmetric encryption 

C. Symmetric encryption 

D. Shared-key authentication 

Correct Answer: A 

 

QUESTION 2

Which authentication and authorization feature is critical for service providers when supporting multi-tenancy? 

A. Integration with external authentication services 

B. Integration with external directory services 

C. Portal authentication services 

D. Single sign-on capability 

Correct Answer: A 

 

QUESTION 3

What is a benefit of a service catalog? 

A. Handles every IT request simultaneously 

B. Allows users to customize tenant roles 

C. Services do not have to meet the standards set by the business 

D. Enables the application of quotas on resources to control cost 

Correct Answer: D 

 

QUESTION 4

An architect is designing the compute resource pools for a cloud. As part of the deliverables, the architect has included
the standard specifications for the physical servers to be used. The organization has provided estimates for future
growth but has concerns about whether these estimates are accurate. What should be included in the design to address
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these concerns? 

A. A monitoring application and procedures for pool expansion 

B. A chargeback application and orchestration workflows to auto-scale pools 

C. A metering application and orchestration workflows to auto-scale pools 

D. A configuration management application and procedures for pool expansion 

Correct Answer: A 

 

QUESTION 5

An organization is considering the use of a cloud gateway to backup services to a public cloud. They will use their
existing backup application. What is a design consideration? 

A. Ensuring the cloud storage provider is using the same compression algorithm as the backup software 

B. Ensuring data is encrypted and key management is defined 

C. Ensuring the cloud storage provider is using the same PKI solution as the organization 

D. Ensuring the backup application supports the same authentication mechanism as the public cloud provider 

Correct Answer: B 
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