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QUESTION 1

A company has hundreds of AWS Lambda functions that the company\\'s QA team needs to test by using the Lambda
function URLs. A developer needs to configure the authentication of the Lambda functions to allow access so that the
QA IAM group can invoke the Lambda functions by using the public URLs. 

Which solution will meet these requirements? 

A. Create a CLI script that loops on the Lambda functions to add a Lambda function URL with the AWS_IAM auth type.
Run another script to create an IAM identity-based policy that allows the lambda:InvokeFunctionUrl action to all the
Lambda function Amazon Resource Names (ARNs). Attach the policy to the QA IAM group. 

B. Create a CLI script that loops on the Lambda functions to add a Lambda function URL with the NONE auth type. Run
another script to create an IAM resource-based policy that allows the lambda:InvokeFunctionUrl action to all the
Lambda function Amazon Resource Names (ARNs). Attach the policy to the QA IAM group. 

C. Create a CLI script that loops on the Lambda functions to add a Lambda function URL with the AWS_IAM auth type.
Run another script to loop on the Lambda functions to create an IAM identity-based policy that allows the
lambda:InvokeFunctionUrl action from the QA IAM group\\'s Amazon Resource Name (ARN). 

D. Create a CLI script that loops on the Lambda functions to add a Lambda function URL with the NONE auth type. Run
another script to loop on the Lambda functions to create an IAM resource-based policy that allows the
lambda:InvokeFunctionUrl action from the QA IAM group\\'s Amazon Resource Name (ARN). 

Correct Answer: A 

https://docs.aws.amazon.com/lambda/latest/dg/urls-auth.html 

 

QUESTION 2

A company is building a serverless application on AWS. The application uses an AWS Lambda function to process
customer orders 24 hours a day, 7 days a week. The Lambda function calls an external vendor\\'s HTTP API to process
payments. 

During load tests, a developer discovers that the external vendor payment processing API occasionally times out and
returns errors. The company expects that some payment processing API calls will return errors. 

The company wants the support team to receive notifications in near real time only when the payment processing
external API error rate exceed 5% of the total number of transactions in an hour. Developers need to use an existing
Amazon Simple Notification Service (Amazon SNS) topic that is configured to notify the support team. 

Which solution will meet these requirements? 

A. Write the results of payment processing API calls to Amazon CloudWatch. Use Amazon CloudWatch Logs Insights to
query the CloudWatch logs. Schedule the Lambda function to check the CloudWatch logs and notify the existing SNS
topic. 

B. Publish custom metrics to CloudWatch that record the failures of the external payment processing API calls.
Configure a CloudWatch alarm to notify the existing SNS topic when error rate exceeds the specified rate. 

C. Publish the results of the external payment processing API calls to a new Amazon SNS topic. Subscribe the support
team members to the new SNS topic. 
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D. Write the results of the external payment processing API calls to Amazon S3. Schedule an Amazon Athena query to
run at regular intervals. Configure Athena to send notifications to the existing SNS topic when the error rate exceeds the
specified rate. 

Correct Answer: B 

 

QUESTION 3

A developer has created an AWS Lambda function to provide notification through Amazon Simple Notification Service
(Amazon SNS) whenever a file is uploaded to Amazon S3 that is larger than 50 MB. The developer has deployed and
tested the Lambda function by using the CLI. However, when the event notification is added to the S3 bucket and a
3,000 MB file is uploaded, the Lambda function does not launch. 

Which of the following is a possible reason for the Lambda function\\'s inability to launch? 

A. The S3 event notification does not activate for files that are larger than 1,000 MB. 

B. The resource-based policy for the Lambda function does not have the required permissions to be invoked by Amazon
S3. 

C. Lambda functions cannot be invoked directly from an S3 event. 

D. The S3 bucket needs to be made public. 

Correct Answer: B 

 

 

QUESTION 4

A developer is writing an AWS Lambda function. The developer wants to log key events that occur while the Lambda
function runs. The developer wants to include a unique identifier to associate the events with a specific function
invocation. The developer adds the following code to the Lambda function: 

Which solution will meet this requirement? 

A. Obtain the request identifier from the AWS request ID field in the context object. Configure the application to write
logs to standard output. 

B. Obtain the request identifier from the AWS request ID field in the event object. Configure the application to write logs
to a file. 

C. Obtain the request identifier from the AWS request ID field in the event object. Configure the application to write logs
to standard output. 

D. Obtain the request identifier from the AWS request ID field in the context object. Configure the application to write
logs to a file. 
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Correct Answer: D 

 

 

QUESTION 5

A developer is designing a serverless application that customers use to select seats for a concert venue. Customers
send the ticket requests to an Amazon API Gateway API with an AWS Lambda function that acknowledges the order
and generates an order ID. The application includes two additional Lambda functions: one for inventory management
and one for payment processing. These two Lambda functions run in parallel and write the order to an Amazon Dynamo
DB table. 

The application must provide seats to customers according to the following requirements. If a seat is accidently sold
more than once, the first order that the application received must get the seat. In these cases, the application must
process the payment for only the first order. However, if the first order is rejected during payment processing, the
second order must get the seat. In these cases, the application must process the payment for the second order. 

Which solution will meet these requirements? 

A. Send the order ID to an Amazon Simple Notification Service (Amazon SNS) FIFO topic that fans out to one Amazon
Simple Queue Service (Amazon SQS) FIFO queue for inventory management and another SQS FIFO queue for
payment processing. 

B. Change the Lambda function that generates the order ID to initiate the Lambda function for inventory management.
Then initiate the Lambda function for payment processing. 

C. Send the order ID to an Amazon Simple Notification Service (Amazon SNS) topic. Subscribe the Lambda functions
for inventory management and payment processing to the topic. 

D. Deliver the order ID to an Amazon Simple Queue Service (Amazon SQS) queue. Configure the Lambda functions for
inventory management and payment processing to poll the queue. 

Correct Answer: A 
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