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QUESTION 1

A developer is building a highly secure healthcare application using serverless components. This application requires
writing temporary data to /tmp storage on an AWS Lambda function. How should the developer encrypt this data?

A. Enable Amazon EBS volume encryption with an AWS KMS key in the Lambda function configuration so that all
storage attached to the Lambda function is encrypted.

B. Set up the Lambda function with a role and key policy to access an AWS KMS key. Use the key to generate a data
key used to encrypt all data prior to writing to /tmp storage.

C. Use OpenSSL to generate a symmetric encryption key on Lambda startup. Use this key to encrypt the data prior to
writing to /tmp.

D. Use an on-premises hardware security module (HSM) to generate keys, where the Lambda function requests a data
key from the HSM and uses that to encrypt data on all requests to the function.

Correct Answer: B

QUESTION 2

A developer is creating a service that uses an Amazon S3 bucket for image uploads. The service will use an AWS
Lambda function to create a thumbnail of each image. Each time an image is uploaded, the service needs to send an
email notification and create the thumbnail. The developer needs to configure the image processing and email
notifications setup.

Which solution will meet these requirements?

A. Create an Amazon Simple Notification Service (Amazon SNS) topic. Configure S3 event notifications with a
destination of the SNS topic. Subscribe the Lambda function to the SNS topic. Create an email notification subscription
to the SNS topic.

B. Create an Amazon Simple Notification Service (Amazon SNS) topic. Configure S3 event notifications with a
destination of the SNS topic. Subscribe the Lambda function to the SNS topic. Create an Amazon Simple Queue
Service (Amazon SQS) queue. Subscribe the SQS queue to the SNS topic. Create an email notification subscription to
the SQS queue.

C. Create an Amazon Simple Queue Service (Amazon SQS) queue. Configure S3 event notifications with a destination
of the SQS queue. Subscribe the Lambda function to the SQS queue. Create an email notification subscription to the
SQS queue.

D. Create an Amazon Simple Queue Service (Amazon SQS) queue. Send S3 event notifications to Amazon
EventBridge. Create an EventBridge rule that runs the Lambda function when images are uploaded to the S3 bucket.
Create an EventBridge rule that sends notifications to the SQS queue. Create an email notification subscription to the
SQS queue.

Correct Answer: A
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QUESTION 3

A developer is migrating an application to Amazon Elastic Kubernetes Service (Amazon EKS). The developer migrates
the application to Amazon Elastic Container Registry (Amazon ECR) with an EKS cluster.

As part of the application migration to a new backend, the developer creates a new AWS account. The developer makes
configuration changes to the application to point the application to the new AWS account and to use new backend
resources. The developer successfully tests the changes within the application by deploying the pipeline.

The Docker image build and the pipeline deployment are successful, but the application is still connecting to the old
backend. The developer finds that the application\\'s configuration is still referencing the original EKS cluster and not
referencing the new backend resources.

Which reason can explain why the application is not connecting to the new resources?
A. The developer did not successfully create the new AWS account.

B. The developer added a new tag to the Docker image.

C. The developer did not update the Docker image tag to a new version.

D. The developer pushed the changes to a new Docker image tag.

Correct Answer: C

The correct answer is C. The developer did not update the Docker image tag to a new version. C. The developer did not
update the Docker image tag to a new version. This is correct. When deploying an application to Amazon EKS, the
developer needs to specify the Docker image tag that contains the application code and configuration. If the developer
does not update the Docker image tag to a new version after making changes to the application, the EKS cluster will
continue to use the old Docker image tag that references the original backend resources. To fix this issue, the developer
should update the Docker image tag to a new version and redeploy the application to the EKS cluster.

A. The developer did not successfully create the new AWS account. This is incorrect. The creation of a new AWS
account is not related to the application\\'s connection to the backend resources. The developer can use any AWS
account to host the EKS cluster and the backend resources, as long as they have the proper permissions and
configurations. B. The developer added a new tag to the Docker image. This is incorrect. Adding a new tag to the
Docker image is not enough to deploy the changes to the application. The developer also needs to update the Docker
image tag in the EKS cluster configuration, so that the EKS cluster can pull and run the new Docker image. D. The
developer pushed the changes to a new Docker image tag. This is incorrect. Pushing the changes to a new Docker
image tag is not enough to deploy the changes to the application. The developer also needs to update the Docker
image tag in the EKS cluster configuration, so that the EKS cluster can pull and run the new Docker image.
References:

1: Amazon EKS User Guide, "Deploying applications to your Amazon EKS cluster”, https://
docs.aws.amazon.com/eks/latest/userguide/deploying- applications.html

2: Amazon ECR User Guide, "Pushing an image", https://docs.aws.amazon.com/AmazonECR/latest/userguide/docker-
push-ecr- image.html

3: Amazon EKS User Guide, "Updating an Amazon EKS cluster", https://docs.aws.amazon.com/eks/latest/
userguide/update-cluster.html

QUESTION 4

A developer is using an AWS Lambda function to generate avatars for profile pictures that are uploaded to an Amazon
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S3 bucket. The Lambda function is automatically invoked for profile pictures that are saved under the /original/ S3 prefix.
The developer notices that some pictures cause the Lambda function to time out. The developer wants to implement a
fallback mechanism by using another Lambda function that resizes the profile picture.

Which solution will meet these requirements with the LEAST development effort?

A. Set the image resize Lambda function as a destination of the avatar generator Lambda function for the events that
fail processing.

B. Create an Amazon Simple Queue Service (Amazon SQS) queue. Set the SQS queue as a destination with an on
failure condition for the avatar generator Lambda function. Configure the image resize Lambda function to poll from the
SQS queue.

C. Create an AWS Step Functions state machine that invokes the avatar generator Lambda function and uses the
image resize Lambda function as a fallback. Create an Amazon EventBridge rule that matches events from the S3
bucket to invoke the state machine.

D. Create an Amazon Simple Noatification Service (Amazon SNS) topic. Set the SNS topic as a destination with an on
failure condition for the avatar generator Lambda function. Subscribe the image resize Lambda function to the SNS
topic.

Correct Answer: A

QUESTION 5

A company is creating an application that processes .csv files from Amazon S3. A developer has created an S3 bucket.
The developer has also created an AWS Lambda function to process the .csv files from the S3 bucket. Which
combination of steps will invoke the Lambda function when a .csv file is uploaded to Amazon S3? (Choose two.)

A. Create an Amazon EventBridge rule. Configure the rule with a pattern to match the S3 object created event.

B. Schedule an Amazon EventBridge rule to run a new Lambda function to scan the S3 bucket.

C. Add a trigger to the existing Lambda function. Set the trigger type to EventBridge. Select the Amazon EventBridge
rule.

D. Create a new Lambda function to scan the S3 bucket for recently added S3 objects.
E. Add S3 Lifecycle rules to invoke the existing Lambda function.

Correct Answer: AC
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