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QUESTION 1

A social media application uses the AWS SDK for JavaScript on the frontend to get user credentials from AWS Security
Token Service (AWS STS). The application stores its assets in an Amazon S3 bucket. The application serves its
content

by using an Amazon CloudFront distribution with the origin set to the S3 bucket.

The credentials for the role that the application assumes to make the SDK calls are stored in plaintext in a JSON file
within the application code. The developer needs to implement a solution that will allow the application to get user
credentials

without having any credentials hardcoded in the application code.

Which solution will meet these requirements?

A. Add a Lambda@Edge function to the distribution. Invoke the function on viewer request. Add permissions to the
function\\'s execution role to allow the function to access AWS STS. Move all SDK calls from the frontend into the
function.

B. Add a CloudFront function to the distribution. Invoke the function on viewer request. Add permissions to the
function\\'s execution role to allow the function to access AWS STS. Move all SDK calls from the frontend into the

function.

C. Add a Lambda@Edge function to the distribution. Invoke the function on viewer request. Move the credentials from
the JSON file into the function. Move all SDK calls from the frontend into the function.

D. Add a CloudFront function to the distribution. Invoke the function on viewer request. Move the credentials from the
JSON file into the function. Move all SDK calls from the frontend into the function.

Correct Answer: A

https://aws.amazon.com/blogs/aws/introducing-cloudfront-functions-run-your-code-at-the-edge-with-low-latency-at-any-
scale/

QUESTION 2

A company has an application that stores data in Amazon RDS instances. The application periodically experiences
surges of high traffic that cause performance problems. During periods of peak traffic, a developer notices a reduction
in

query speed in all database queries.

The team\\'s technical lead determines that a multi-threaded and scalable caching solution should be used to offload the
heavy read traffic. The solution needs to improve performance.

Which solution will meet these requirements with the LEAST complexity?
A. Use Amazon ElastiCache for Memcached to offload read requests from the main database.
B. Replicate the data to Amazon DynamoDB. Set up a DynamoDB Accelerator (DAX) cluster.

C. Configure the Amazon RDS instances to use Multi-AZ deployment with one standby instance. Offload read requests
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from the main database to the standby instance.
D. Use Amazon ElastiCache for Redis to offload read requests from the main database.

Correct Answer: A

QUESTION 3

A company needs to deploy all its cloud resources by using AWS CloudFormation templates A developer must create
an Amazon Simple Notification Service (Amazon SNS) automatic notification to help enforce this rule. The developer
creates an SNS topic and subscribes the email address of the company\\'s security team to the SNS topic.

The security team must receive a notification immediately if an 1AM role is created without the use of CloudFormation.
Which solution will meet this requirement?

A. Create an AWS Lambda function to filter events from CloudTrail if a role was created without CloudFormation
Configure the Lambda function to publish to the SNS topic. Create an Amazon EventBridge schedule to invoke the
Lambda function every 15 minutes

B. Create an AWS Fargate task in Amazon Elastic Container Service (Amazon ECS) to filter events from CloudTrail if a
role was created without CloudFormation Configure the Fargate task to publish to the SNS topic Create an Amazon
EventBridge schedule to run the Fargate task every 15 minutes

C. Launch an Amazon EC2 instance that includes a script to filter events from CloudTrail if a role was created without
CloudFormation. Configure the script to publish to the SNS topic. Create a cron job to run the script on the EC2 instance
every 15 minutes.

D. Create an Amazon EventBridge rule to filter events from CloudTrail if a role was created without CloudFormation
Specify the SNS topic as the target of the EventBridge rule.

Correct Answer: D

Creating an Amazon EventBridge rule is the most efficient and scalable way to monitor and react to events from
CloudTrail, such as the creation of an IAM role without CloudFormation. EventBridge allows you to specify a filter
pattern to match the events you are interested in, and then specify an SNS topic as the target to send notifications. This
solution does not require any additional resources or code, and it can trigger notifications in near real-time. The other
solutions involve creating and managing additional resources, such as Lambda functions, Fargate tasks, or EC2
instances, and they rely on polling CloudTrail events every 15 minutes, which can introduce delays and increase costs.
References Using Amazon EventBridge rules to process AWS CloudTrail events Using AWS CloudFormation to create
and manage AWS Batch resources How to use AWS CloudFormation to configure auto scaling for Amazon Cognito and
AWS AppSync Using AWS CloudFormation to automate the creation of AWS WAF web ACLSs, rules, and conditions

QUESTION 4

A developer maintains an Amazon API Gateway REST API. Customers use the API through a frontend Ul and Amazon
Cognito authentication.

The developer has a new version of the API that contains new endpoints and backward- incompatible interface
changes. The developer needs to provide beta access to other developers on the team without affecting customers.

Which solution will meet these requirements with the LEAST operational overhead?
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A. Define a development stage on the API Gateway API. Instruct the other developers to point the endpoints to the
development stage.

B. Define a new API Gateway API that points to the new API application code. Instruct the other developers to point the
endpoints to the new API.

C. Implement a query parameter in the API application code that determines which code version to call.
D. Specify new API Gateway endpoints for the API endpoints that the developer wants to add.

Correct Answer: A

QUESTION 5

An application that is hosted on an Amazon EC2 instance needs access to files that are stored in an Amazon S3 bucket.
The application lists the objects that are stored in the S3 bucket and displays a table to the user. During testing, a
developer discovers that the application does not show any objects in the list.

What is the MOST secure way to resolve this issue?

A. Update the IAM instance profile that is attached to the EC2 instance to include the S3:* permission for the S3 bucket.

B. Update the IAM instance profile that is attached to the EC2 instance to include the S3:ListBucket permission for the
S3 bucket.

C. Update the developer\\'s user permissions to include the S3:ListBucket permission for the S3 bucket.

D. Update the S3 bucket policy by including the S3:ListBucket permission and by setting the Principal element to specify
the account number of the EC2 instance.

Correct Answer: B
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