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QUESTION 1

A company needs to set up secure database credentials for all its AWS Cloud resources. The company\\'s resources
include Amazon RDS DB instances, Amazon DocumentDB clusters, and Amazon Aurora DB instances. The
company\\'s security policy mandates that database credentials be encrypted at rest and rotated at a regular interval. 

Which solution will meet these requirements MOST securely? 

A. Set up IAM database authentication for token-based access. Generate user tokens to provide centralized access to
RDS DB instances, Amazon DocumentDB clusters, and Aurora DB instances. 

B. Create parameters for the database credentials in AWS Systems Manager Parameter Store. Set the Type parameter
to SecureString. Set up automatic rotation on the parameters. 

C. Store the database access credentials as an encrypted Amazon S3 object in an S3 bucket. Block all public access on
the S3 bucket. Use S3 server-side encryption to set up automatic rotation on the encryption key. 

D. Create an AWS Lambda function by using the SecretsManagerRotationTemplate template in the AWS Secrets
Manager console. Create secrets for the database credentials in Secrets Manager. Set up secrets rotation on a
schedule. 

Correct Answer: C 

 

 

QUESTION 2

A company uses AWS CloudFormation to deploy an application that uses an Amazon API Gateway REST API with
AWS Lambda function integration. The application uses Amazon DynamoDB for data persistence. The application has
three stages: development, testing, and production. Each stage uses its own DynamoDB table. 

The company has encountered unexpected issues when promoting changes to the production stage. The changes were
successful in the development and testing stages. A developer needs to route 20% of the traffic to the new production
stage API with the next production release. The developer needs to route the remaining 80% of the traffic to the existing
production stage. The solution must minimize the number of errors that any single customer experiences. 

Which approach should the developer take to meet these requirements? 

A. Update 20% of the planned changes to the production stage. Deploy the new production stage. Monitor the results.
Repeat this process five times to test all planned changes. 

B. Update the Amazon Route 53 DNS record entry for the production stage API to use a weighted routing policy. Set the
weight to a value of 80. Add a second record for the production domain name. Change the second routing policy to a
weighted routing policy. Set the weight of the second policy to a value of 20. Change the alias of the second policy to
use the testing stage API. 

C. Deploy an Application Load Balancer (ALB) in front of the REST API. Change the production API Amazon Route 53
record to point traffic to the ALB. Register the production and testing stages as targets of the ALB with weights of 80%
and 20%, respectively. 

D. Configure canary settings for the production stage API. Change the percentage of traffic directed to canary
deployment to 20%. Make the planned updates to the production stage. Deploy the changes 

Latest DVA-C02 Dumps | DVA-C02 Study Guide | DVA-C02 Braindumps                                2 / 4

https://www.passapply.com/dva-c02.html
https://www.passapply.com/dva-c02.html
https://www.passapply.com/dva-c02.html


https://www.passapply.com/dva-c02.html
2024 Latest passapply DVA-C02 PDF and VCE dumps Download

Correct Answer: D 

 

QUESTION 3

A developer creates a VPC named VPC-A that has public and private subnets. The developer also creates an Amazon
RDS database inside the private subnet of VPC-A. To perform some queries, the developer creates an AWS Lambda
function in the default VPC. The Lambda function has code to access the RDS database. When the Lambda function
runs, an error message indicates that the function cannot connect to the RDS database. 

How can the developer solve this problem? 

A. Modify the RDS security group. Add a rule to allow traffic from all the ports from the VPC CIDR block. 

B. Redeploy the Lambda function in the same subnet as the RDS instance. Ensure that the RDS security group allows
traffic from the Lambda function. 

C. Create a security group for the Lambda function. Add a new rule in the RDS security group to allow traffic from the
new Lambda security group. 

D. Create an IAM role. Attach a policy that allows access to the RDS database. Attach the role to the Lambda function. 

Correct Answer: B 

 

 

QUESTION 4

A developer wants to debug an application by searching and filtering log data. The application logs are stored in
Amazon CloudWatch Logs. The developer creates a new metric filter to count exceptions in the application logs.
However, no results are returned from the logs. 

What is the reason that no filtered results are being returned? 

A. A setup of the Amazon CloudWatch interface VPC endpoint is required for filtering the CloudWatch Logs in the VPC. 

B. CloudWatch Logs only publishes metric data for events that happen after the filter is created. 

C. The log group for CloudWatch Logs should be first streamed to Amazon OpenSearch Service before metric filtering
returns the results. 

D. Metric data points for logs groups can be filtered only after they are exported to an Amazon S3 bucket. 

Correct Answer: B 

 

 

QUESTION 5

A company is offering APIs as a service over the internet to provide unauthenticated read access to statistical
information that is updated daily. The company uses Amazon API Gateway and AWS Lambda to develop the APIs. The
service has become popular, and the company wants to enhance the responsiveness of the APIs. 
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Which action can help the company achieve this goal? 

A. Enable API caching in API Gateway. 

B. Configure API Gateway to use an interface VPC endpoint. 

C. Enable cross-origin resource sharing (CORS) for the APIs. 

D. Configure usage plans and API keys in API Gateway. 

Correct Answer: A 

https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-caching.html 
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