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QUESTION 1

A DevOps team manages an API running on-premises that serves as a backend for an Amazon API Gateway endpoint.
Customers have been complaining about high response latencies, which the development team has verified using the
API Gateway latency metrics in Amazon CloudWatch. To identify the cause, the team needs to collect relevant data
without introducing additional latency. 

Which actions should be taken to accomplish this? (Choose two.) 

A. Install the CloudWatch agent server side and configure the agent to upload relevant logs to CloudWatch. 

B. Enable AWS X-Ray tracing in API Gateway, modify the application to capture request segments, and upload those
segments to X-Ray during each request. 

C. Enable AWS X-Ray tracing in API Gateway, modify the application to capture request segments, and use the X-Ray
daemon to upload segments to X-Ray. 

D. Modify the on-premises application to send log information back to API Gateway with each request. 

E. Modify the on-premises application to calculate and upload statistical data relevant to the API service requests to
CloudWatch metrics. 

Correct Answer: AC 

https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-premise.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-api-sendingdata.html 

 

QUESTION 2

A company uses AWS Organizations to manage multiple accounts. Information security policies require that all
unencrypted Amazon EBS volumes be marked as non-compliant. A DevOps engineer needs to automatically deploy the
solution and ensure that this compliance check is always present. 

With solution will accomplish this? 

A. Create an AWS CloudFormation template that defines an AWS Inspector rule to check whether EBS encryption is
enabled. Save the template to an Amazon S3 bucket that has been shared with all accounts within the company.
Update the account creation script pointing to the CloudFormation template in Amazon S3. 

B. Create an AWS Config organizational rule to check whether EBS encryption is enabled and deploy the rule using the
AWS CLI. Create and apply an SCP to prohibit stopping and deleting AWS Config across the organization. 

C. Create an SCP in Organizations. Set the policy to prevent the launch of Amazon EC2 instances without encryption
on the EBS volumes using a conditional expression. Apply the SCP to all AWS accounts. Use Amazon Athena to
analyze the AWS CloudTrail output, looking for events that deny an ec2:RunInstances action. 

D. Deploy an IAM role to all accounts from a single trusted account. Build a pipeline with AWS CodePipeline with a
stage in AWS Lambda to assume the IAM role, and list all EBS volumes in the account. Publish a report to Amazon S3. 

Correct Answer: A 
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QUESTION 3

A company is performing vulnerability scanning for all Amazon EC2 instances across many accounts. The accounts are
in an organization in AWS Organizations. Each account\\'s VPCs are attached to a shared transit gateway. The VPCs
send traffic to the internet through a central egress VPC. The company has enabled Amazon Inspector in a delegated
administrator account and has enabled scanning for all member accounts. 

A DevOps engineer discovers that some EC2 instances are listed in the "not scanning" tab in Amazon Inspector. 

Which combination of actions should the DevOps engineer take to resolve this issue? (Choose three.) 

A. Verify that AWS Systems Manager Agent is installed and is running on the EC2 instances that Amazon Inspector is
not scanning. 

B. Associate the target EC2 instances with security groups that allow outbound communication on port 443 to the AWS
Systems Manager service endpoint. 

C. Grant inspector:StartAssessmentRun permissions to the IAM role that the DevOps engineer is using. 

D. Configure EC2 Instance Connect for the EC2 instances that Amazon Inspector is not scanning. 

E. Associate the target EC2 instances with instance profiles that grant permissions to communicate with AWS Systems
Manager. 

F. Create a managed-instance activation. Use the Activation Code and the Activation ID to register the EC2 instances. 

Correct Answer: ABE 

https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html 

 

QUESTION 4

A root owner is trying to create an IAM user of the various departments. The owner has created groups for each
department, but wants to still delineate the user based on the sub division level. E.g. The two users from different sub
departments should be identified separately and have separate permissions. How can the root owner configure this? 

A. Create a hierarchy of the IAM users which are separated based on the department 

B. Create a nested group 

C. Use the paths to separate the users of the same group 

D. It is not possible to delineate within a group 

Correct Answer: C 

The path functionality within an IAM group and user allows them to delineate by further levels. In this case the user
needs to use the path with each user or group so that the ARN of the user will look similar to:
arn:aws:iam::123456789012:user/division_abc/subdivision_xyz/user1
arn:aws:iam::123456789012:user/division_abc/subdivision_xyz/user2 

Reference: http://docs.aws.amazon.com/IAM/latest/UserGuide/Using_Identifiers.html#Identifiers_ARNs 
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QUESTION 5

A company is using an Amazon Aurora cluster as the data store for its application. The Aurora cluster is configured with
a single DB instance. The application performs read and write operations on the database by using the cluster\\'s
instance endpoint. 

The company has scheduled an update to be applied to the cluster during an upcoming maintenance window. The
cluster must remain available with the least possible interruption during the maintenance window. 

What should a DevOps engineer do to meet these requirements? 

A. Add a reader instance to the Aurora cluster. Update the application to use the Aurora cluster endpoint for write
operations. Update the Aurora cluster\\'s reader endpoint for reads. 

B. Add a reader instance to the Aurora cluster. Create a custom ANY endpoint for the cluster. Update the application to
use the Aurora cluster\\'s custom ANY endpoint for read and write operations. 

C. Turn on the Multi-AZ option on the Aurora cluster. Update the application to use the Aurora cluster endpoint for write
operations. Update the Aurora cluster\\'s reader endpoint for reads. 

D. Turn on the Multi-AZ option on the Aurora cluster. Create a custom ANY endpoint for the cluster. Update the
application to use the Aurora cluster\\'s custom ANY endpoint for read and write operations. 

Correct Answer: C 

To meet the requirements, the DevOps engineer should do the following: 

Turn on the Multi-AZ option on the Aurora cluster. Update the application to use the Aurora cluster endpoint for write
operations. Update the Aurora cluster\\'s reader endpoint for reads. Turning on the Multi-AZ option will create a replica
of the 

database in a different Availability Zone. This will ensure that the database remains available even if one of the
Availability Zones is unavailable. 

Updating the application to use the Aurora cluster endpoint for write operations will ensure that all writes are sent to both
the primary and replica databases. This will ensure that the data is always consistent. 

Updating the Aurora cluster\\'s reader endpoint for reads will allow the application to read data from the replica
database. This will improve the performance of the application during the maintenance window. 
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