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QUESTION 1

The Information Technology (Reasonable Security Practices And Procedures and Sensitive Data or Information) Rules,
2011, provide the consumer with which of the following rights?

A. Right to Access and Correction
B. Right to Erasure

C. Right to Data Portability

D. Right to restrict processing

E. All of the above

Correct Answer: C

QUESTION 2

Rising economic value of personal information has stressed the need for a comprehensive legislation in
India.

A. Right to Internet

B. Privacy

C. Right to Information
D. Dispute resolution

Correct Answer: A

QUESTION 3

From the following list, identify the technology aspects that are specially designed for upholding the privacy:
i. Data minimization

ii. Intrusion prevention system

iii. Data scrambling

iv.

Data loss prevention

V.

Data portability

vi. Data obfuscation
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vii. Data encryption

viii. Data mirroring

Please select the correct set of aspects from below options:
A. Only i, iii., vii. and viii

B. Only i., ii., ii., vii. and viii

C. Only i, ii., vi. and vii

D. Only ii., v., vi., vii. and viii

Correct Answer: C

QUESTION 4

A government agency collecting biometrics of citizens can deny sharing such information with Law Enforcement
Agencies (LEAs) on which of the following basis?

A. The purpose of collecting the biometrics is different than what LEAs intent to use it for
B. The consent of data subjects has not been taken
C. Government agencies would share the biometrics with LEAs on one condition if LEA properly notify the citizens

D. None of the above, as government agencies would never deny any LEA for sharing such information for the purpose
of mass surveillance

Correct Answer: A

QUESTION 5

From the following list, identify the technology aspects that are specially designed for upholding the privacy:
i. Data minimization

ii. Intrusion prevention system

iii. Data scrambling

iv.

Data loss prevention

V.

Data portability

vi. Data obfuscation

vii. Data encryption
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viii.

Data mirroring

Please select the correct set of aspects from below options:
A.

Only i., iii., v., vii. and viii
B.

Only i., ii., iii., vii. and viii
C.

Only i., iii., iv., vi. and vii
D.

Only ii., v., vi., vii. and viii

Correct Answer: C
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