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QUESTION 1

EAP-TLS is used for 802.1X/EAP authentication on your WLAN. What must be installed on all client devices that
connect using this method? 

A. RADIUS shared secret 

B. RADIUS IP address 

C. Certificate 

D. EAP-TLS DLL 

Correct Answer: C 

 

QUESTION 2

You have implemented an 802.11 security solution that requires certificates. What are you using? 

A. WEP 

B. WPA2-Enterprise 

C. WPA-Personal 

D. WPA2-Personal 

Correct Answer: B 

 

QUESTION 3

What AP configuration option is often thought to provide security but actually provides no security because of the simple
spoofing attack weakens it? 

A. MAC filtering 

B. WEP 

C. Shared Key Authentication 

D. SSID hiding 

Correct Answer: A 

 

QUESTION 4

What is entered on the AP and clients to configure WPA2-Personal? 

A. A passphrase 
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B. The IP address of the RADIUS server 

C. The actual preshared key 

D. The WEP key 

Correct Answer: C 

 

QUESTION 5

What is the maximum power that an 802.3at Power over Ethernet (PoE) injector can output in the Ethernet interface? 

A. 30 W 

B. 15.4 W 

C. 12.95 W 

D. 25.5 W 

Correct Answer: D 
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