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QUESTION 1

What security vulnerability may result from a lack of staging, change management, and installation procedures for
WLAN infrastructure equipment?

A. The WLAN system may be open to RF Denial-of-Service attacks.

B. Authentication cracking of 64-bit Hex WPA-Personal PSK.

C. AES-CCMP encryption keys may be decrypted.

D. WIPS may not classify authorized, rogue, and neighbor APs accurately.

Correct Answer: D

QUESTION 2

Role-Based Access Control (RBAC) allows a WLAN administrator to perform what network function?

A. Provide two or more user groups connected to the same SSID with different levels of network privileges.

B. Allow access to specific files and applications based on the user\\'s WMM access category.

C. Allow simultaneous support for multiple EAP types on a single access point.

D. Minimize traffic load on an AP by requiring mandatory admission control for use of the Voice access category.

Correct Answer: A

QUESTION 3

During 802.1X/LEAP authentication, the username is passed across the wireless medium in clear text. From a security
perspective, why is this significant?

A. The username can be looked up in a dictionary file that lists common username/password combinations.
B. The username is needed for Personal Access Credential (PAC) and X.509 certificate validation.
C. 4-Way Handshake nonces are based on the username in WPA and WPA2 authentication.

D. The username is an input to the LEAP challenge/response hash that is exploited, so the username must be known to
conduct authentication cracking.

Correct Answer: D

QUESTION 4

You perform a protocol capture using Wireshark and a compatible 802.11 adapter in Linux. When viewing the capture,
you see an auth req frame and an auth rsp frame. Then you see an assoc req frame and an assoc rsp frame. Shortly
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after, you see DHCP communications and then ISAKMP protocol packets. What security solution is represented?
A. 802.1X/EAP-TTLS

B. WPA2-Personal with AES-CCMP

C. 802.1X/PEAPVO/MS-CHAPV2

D. EAP-MDS

E. Open 802.11 authentication with IPSec

Correct Answer: E

QUESTION 5

In an IEEE 802.11-compliant WLAN, when is the 802.1X Controlled Port placed into the unblocked state?
A. After EAP authentication is successful

B. After Open System authentication

C. After the 4-Way Handshake

D. After any Group Handshake

Correct Answer: A
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