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QUESTION 1

In an IEEE 802.11-compliant WLAN, when is the 802.1X Controlled Port placed into the unblocked state?
A. After EAP authentication is successful

B. After Open System authentication

C. After the 4-Way Handshake

D. After any Group Handshake

Correct Answer: A

QUESTION 2

WLAN protocol analyzers can read and record many wireless frame parameters. What parameter is needed to
physically locate rogue APs with a protocol analyzer?

A. IP Address

B. Noise floor
C.RSN IE

D. SSID

E. Signal strength
F. BSSID

Correct Answer: E

QUESTION 3

What attack cannot be detected by a Wireless Intrusion Prevention System (WIPS)?
A. Deauthentication flood

B. Soft AP

C. EAP flood

D. Eavesdropping

E. MAC Spoofing

F. Hotspotter

Correct Answer: D
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QUESTION 4

You are the WLAN administrator in your organization and you are required to monitor the network and ensure all active
WLANSs are providing RSNs. You have a laptop protocol analyzer configured. In what frame could you see the existence
or non-existence of proper RSN configuration parameters for each BSS through the RSN IE?

A.CTS

B. Beacon

C.RTS

D. Data frames

E. Probe request

Correct Answer: B

QUESTION 5
What WLAN client device behavior is exploited by an attacker during a hijacking attack?

A. After the initial association and 4-way handshake, client stations and access points do not need to perform another
4-way handshake, even if connectivity is lost.

B. Client drivers scan for and connect to access point in the 2.4 GHz band before scanning the 5 GHz band.

C. When the RF signal between a client and an access point is disrupted for more than a few seconds, the client device
will attempt to associate to an access point with better signal quality.

D. When the RF signal between a client and an access point is lost, the client will not seek to reassociate with another
access point until the 120 second hold down timer has expired.

E. As specified by the Wi-Fi Alliance, clients using Open System authentication must allow direct client-toclient
connections, even in an infrastructure BSS.

Correct Answer: C
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