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QUESTION 1

When using a tunneled EAP type, such as PEAP, what component is protected inside the TLS tunnel so that it is not
sent in clear text across the wireless medium?

A. Server credentials

B. User credentials

C. RADIUS shared secret
D. X.5009 certificates

Correct Answer: B

QUESTION 2

A large enterprise is designing a secure, scalable, and manageable 802.11n WLAN that will support thousands of users.
The enterprise will support both 802.1X/EAP-TTLS and PEAPVO/MSCHAPvV2. Currently, the company is upgrading
network servers as well and will replace their existing Microsoft IAS implementation with Microsoft NPS, querying Active
Directory for user authentication. For this organization, as they update their WLAN infrastructure, what WLAN controller
feature will likely be least valuable?

A. SNMPv3 support

B. 802.1Q VLAN trunking

C. Internal RADIUS server

D. WIPS support and integration

E. WPA2-Enterprise authentication/encryption

Correct Answer: C

QUESTION 3

What software and hardware tools are used in the process performed to hijack a wireless station from the authorized
wireless network onto an unauthorized wireless network?

A. A low-gain patch antenna and terminal emulation software
B. MAC spoofing software and MAC DoS software

C. RF jamming device and a wireless radio card

D. A wireless workgroup bridge and a protocol analyzer

Correct Answer: C
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QUESTION 4

What security vulnerability may result from a lack of staging, change management, and installation procedures for
WLAN infrastructure equipment?

A. The WLAN system may be open to RF Denial-of-Service attacks.

B. Authentication cracking of 64-bit Hex WPA-Personal PSK.

C. AES-CCMP encryption keys may be decrypted.

D. WIPS may not classify authorized, rogue, and neighbor APs accurately.

Correct Answer: D

QUESTION 5

When monitoring APs within a LAN using a Wireless Network Management System (WNMS), what secure protocol may
be used by the WNMS to issue configuration changes to APs?

A. PPTP

B. 802.1X/EAP
C. TFTP

D. SNMPv3

E. IPSec/ESP

Correct Answer: D

Latest CWSP-206 Dumps CWSP-206 VCE Dumps CWSP-206 Exam Questions

Latest CWSP-206 Dumps | CWSP-206 VCE Dumps | CWSP-206 Exam Questions 3/3


https://www.passapply.com/cwsp-206.html
https://www.passapply.com/cwsp-206.html
https://www.passapply.com/cwsp-206.html
http://www.tcpdf.org
https://www.passapply.com/cwsp-206.html
https://www.passapply.com/cwsp-206.html
https://www.passapply.com/cwsp-206.html

