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QUESTION 1

You are using a utility that takes input and generates random output. For example, you can provide the input of a known
word as a secret word and then also provide another known word as salt input. When you process the input it generates
a secret code which is a combination of letters and numbers with case sensitivity. For what is the described utility
used? 

A. Generating PMKs that can be imported into 802.11 RSN-compatible devices. 

B. Generating passwords for WLAN infrastructure equipment logins. 

C. Generating dynamic session keys used for IPSec VPNs. 

D. Generating GTKs for broadcast traffic encryption. 

Correct Answer: B 

 

QUESTION 2

WLAN protocol analyzers can read and record many wireless frame parameters. What parameter is needed to
physically locate rogue APs with a protocol analyzer? 

A. IP Address 

B. Noise floor 

C. RSN IE 

D. SSID 

E. Signal strength 

F. BSSID 

Correct Answer: E 

 

QUESTION 3

When using a tunneled EAP type, such as PEAP, what component is protected inside the TLS tunnel so that it is not
sent in clear text across the wireless medium? 

A. Server credentials 

B. User credentials 

C. RADIUS shared secret 

D. X.509 certificates 

Correct Answer: B 
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QUESTION 4

ABC Company is implementing a secure 802.11 WLAN at their headquarters (HQ) building in New York and at each of
the 10 small, remote branch offices around the United States. 802.1X/EAP is ABC\\'s preferred security solution, where
possible. All access points (at the HQ building and all branch offices) connect to a single WLAN controller located at
HQ. Each branch office has only a single AP and minimal IT resources. What security best practices should be followed
in this deployment scenario? 

A. Remote management of the WLAN controller via Telnet, SSH, HTTP, and HTTPS should be prohibited across the
WAN link. 

B. RADIUS services should be provided at branch offices so that authentication server and suppliant credentials are not
sent over the Internet. 

C. An encrypted VPN should connect the WLAN controller and each remote controller-based AP, or each remote site
should provide an encrypted VPN tunnel to HQ. 

D. APs at HQ and at each branch office should not broadcast the same SSID; instead each branch should have a
unique ID for user accounting purposes. 

Correct Answer: C 

 

QUESTION 5

You perform a protocol capture using Wireshark and a compatible 802.11 adapter in Linux. When viewing the capture,
you see an auth req frame and an auth rsp frame. Then you see an assoc req frame and an assoc rsp frame. Shortly
after, you see DHCP communications and then ISAKMP protocol packets. What security solution is represented? 

A. 802.1X/EAP-TTLS 

B. WPA2-Personal with AES-CCMP 

C. 802.1X/PEAPv0/MS-CHAPv2 

D. EAP-MD5 

E. Open 802.11 authentication with IPSec 

Correct Answer: E 
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