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QUESTION 1

You are the WLAN administrator in your organization and you are required to monitor the network and ensure all active
WLANs are providing RSNs. You have a laptop protocol analyzer configured. In what frame could you see the existence
or non-existence of proper RSN configuration parameters for each BSS through the RSN IE? 

A. CTS 

B. Beacon 

C. RTS 

D. Data frames 

E. Probe request 

Correct Answer: B 

 

QUESTION 2

You manage a wireless network that services 200 wireless users. Your facility requires 20 access points, and you have
installed an IEEE 802.11-compliant implementation of 802.1X/LEAP with AES-CCMP as an authentication and
encryption solution. In this configuration, the wireless network is initially susceptible to what type of attack? 

A. Offline dictionary attacks 

B. Application eavesdropping 

C. Session hijacking 

D. Layer 3 peer-to-peer 

E. Encryption cracking 

Correct Answer: A 

 

QUESTION 3

The following numbered items show some of the contents of each of the four frames exchanged during the 4-way
handshake. 

1.

 Encrypted GTK sent 

2.

 Confirmation of temporal key installation 

3.

Latest CWSP-206 Dumps | CWSP-206 Practice Test | CWSP-206 Study Guide                                2 / 4

https://www.passapply.com/cwsp-206.html
https://www.passapply.com/cwsp-206.html
https://www.passapply.com/cwsp-206.html


https://www.passapply.com/cwsp-206.html
2024 Latest passapply CWSP-206 PDF and VCE dumps Download

 ANonce sent from authenticator to supplicant 

4.

 SNonce sent from supplicant to authenticator, MIC included 

Arrange the frames in the correct sequence beginning with the start of the 4-way handshake. 

A. 1, 2, 3, 4 

B. 3, 4, 1, 2 

C. 4, 3, 1, 2 

D. 2, 3, 4, 1 

Correct Answer: B 

 

QUESTION 4

ABC Company has a WLAN controller using WPA2-Enterprise with PEAPv0/MS-CHAPv2 and AES-CCMP to secure
their corporate wireless data. They wish to implement a guest WLAN for guest users to have Internet access, but want
to implement some security controls. The security requirements for the hotspot include: 

Cannot access corporate network resources Network permissions are limited to Internet access All stations must be
authenticated 

What security controls would you suggest? (Choose the single best answer.) 

A. Configure access control lists (ACLs) on the guest WLAN to control data types and destinations. 

B. Require guest users to authenticate via a captive portal HTTPS login page and place the guest WLAN and the
corporate WLAN on different VLANs. 

C. Implement separate controllers for the corporate and guest WLANs. 

D. Use a WIPS to deauthenticate guest users when their station tries to associate with the corporate WLAN. 

E. Force all guest users to use a common VPN protocol to connect. 

Correct Answer: B 

 

QUESTION 5

WLAN protocol analyzers can read and record many wireless frame parameters. What parameter is needed to
physically locate rogue APs with a protocol analyzer? 

A. IP Address 

B. Noise floor 

C. RSN IE 
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D. SSID 

E. Signal strength 

F. BSSID 

Correct Answer: E 
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