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QUESTION 1

WLAN protocol analyzers can read and record many wireless frame parameters. What parameter is needed to
physically locate rogue APs with a protocol analyzer? 

A. IP Address 

B. Noise floor 

C. RSN IE 

D. SSID 

E. Signal strength 

F. BSSID 

Correct Answer: E 

 

QUESTION 2

Role-Based Access Control (RBAC) allows a WLAN administrator to perform what network function? 

A. Provide two or more user groups connected to the same SSID with different levels of network privileges. 

B. Allow access to specific files and applications based on the user\\'s WMM access category. 

C. Allow simultaneous support for multiple EAP types on a single access point. 

D. Minimize traffic load on an AP by requiring mandatory admission control for use of the Voice access category. 

Correct Answer: A 

 

QUESTION 3

What protocol, listed here, allows a network manager to securely administer the network? 

A. TFTP 

B. Telnet 

C. HTTPS 

D. SNMPv2 

Correct Answer: C 

 

QUESTION 4
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Your company has just completed installation of an IEEE 802.11 WLAN controller with 20 controller-based APs. The
CSO has specified PEAPv0/EAP-MSCHAPv2 as the only authorized WLAN authentication mechanism. Since an LDAP-
compliant user database was already in use, a RADIUS server was installed and is querying authentication requests to
the LDAP server. Where must the X.509 server certificate and private key be installed in this network? 

A. Controller-based APs 

B. WLAN controller 

C. RADIUS server 

D. Supplicant devices 

E. LDAP server 

Correct Answer: C 

 

QUESTION 5

A network security auditor is preparing to perform a comprehensive assessment of an 802.11ac network\\'s security.
What task should be performed at the beginning of the audit to maximize the auditor\\'s ability to expose network
vulnerabilities? 

A. Identify the IP subnet information for each network segment. 

B. Identify the manufacturer of the wireless infrastructure hardware. 

C. Identify the skill level of the wireless network security administrator(s). 

D. Identify the manufacturer of the wireless intrusion prevention system. 

E. Identify the wireless security solution(s) currently in use. 

Correct Answer: E 
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