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QUESTION 1

ABC Company is deploying an IEEE 802.11-compliant wireless security solution using 802.1X/EAP authentication.
According to company policy, the security solution must prevent an eavesdropper from decrypting data frames
traversing a wireless connection. What security characteristic and/or component plays a role in preventing data
decryption? 

A. 4-Way Handshake 

B. PLCP Cyclic Redundancy Check (CRC) 

C. Multi-factor authentication 

D. Encrypted Passphrase Protocol (EPP) 

E. Integrity Check Value (ICV) 

Correct Answer: A 

 

QUESTION 2

In a security penetration exercise, a WLAN consultant obtains the WEP key of XYZ Corporation\\'s wireless network.
Demonstrating the vulnerabilities of using WEP, the consultant uses a laptop running a software AP in an attempt to
hijack the authorized user\\'s connections. XYZ\\'s legacy network is using 802.11n APs with 802.11b, 11g, and 11n
client devices. With this setup, how can the consultant cause all of the authorized clients to establish Layer 2
connectivity with the software access point? 

A. When the RF signal between the clients and the authorized AP is temporarily disrupted and the consultant\\'s
software AP is using the same SSID on a different channel than the authorized AP, the clients will reassociate to the
software AP. 

B. If the consultant\\'s software AP broadcasts Beacon frames that advertise 802.11g data rates that are faster rates
than XYZ\\'s current 802.11b data rates, all WLAN clients will reassociate to the faster AP. 

C. A higher SSID priority value configured in the Beacon frames of the consultant\\'s software AP will take priority over
the SSID in the authorized AP, causing the clients to reassociate. 

D. All WLAN clients will reassociate to the consultant\\'s software AP if the consultant\\'s software AP provides the same
SSID on any channel with a 10 dB SNR improvement over the authorized AP. 

Correct Answer: A 

 

QUESTION 3

During 802.1X/LEAP authentication, the username is passed across the wireless medium in clear text. From a security
perspective, why is this significant? 

A. The username can be looked up in a dictionary file that lists common username/password combinations. 

B. The username is needed for Personal Access Credential (PAC) and X.509 certificate validation. 
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C. 4-Way Handshake nonces are based on the username in WPA and WPA2 authentication. 

D. The username is an input to the LEAP challenge/response hash that is exploited, so the username must be known to
conduct authentication cracking. 

Correct Answer: D 

 

QUESTION 4

You must implement 7 APs for a branch office location in your organizations. All APs will be autonomous and provide
the same two SSIDs (CORP1879 and Guest). 

Because each AP is managed directly through a web-based interface, what must be changed on every AP before
enabling the WLANs to ensure proper staging procedures are followed? 

A. Output power 

B. Fragmentation threshold 

C. Administrative password 

D. Cell radius 

Correct Answer: C 

 

QUESTION 5

Role-Based Access Control (RBAC) allows a WLAN administrator to perform what network function? 

A. Provide two or more user groups connected to the same SSID with different levels of network privileges. 

B. Allow access to specific files and applications based on the user\\'s WMM access category. 

C. Allow simultaneous support for multiple EAP types on a single access point. 

D. Minimize traffic load on an AP by requiring mandatory admission control for use of the Voice access category. 

Correct Answer: A 
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