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QUESTION 1

ABC Company is deploying an IEEE 802.11-compliant wireless security solution using 802.1X/EAP authentication.
According to company policy, the security solution must prevent an eavesdropper from decrypting data frames
traversing a wireless connection. What security characteristic and/or component plays a role in preventing data
decryption? 

A. 4-Way Handshake 

B. PLCP Cyclic Redundancy Check (CRC) 

C. Multi-factor authentication 

D. Encrypted Passphrase Protocol (EPP) 

E. Integrity Check Value (ICV) 

Correct Answer: A 

 

QUESTION 2

What software and hardware tools are used in the process performed to hijack a wireless station from the authorized
wireless network onto an unauthorized wireless network? 

A. A low-gain patch antenna and terminal emulation software 

B. MAC spoofing software and MAC DoS software 

C. RF jamming device and a wireless radio card 

D. A wireless workgroup bridge and a protocol analyzer 

Correct Answer: C 

 

QUESTION 3

Your company has just completed installation of an IEEE 802.11 WLAN controller with 20 controller-based APs. The
CSO has specified PEAPv0/EAP-MSCHAPv2 as the only authorized WLAN authentication mechanism. Since an LDAP-
compliant user database was already in use, a RADIUS server was installed and is querying authentication requests to
the LDAP server. Where must the X.509 server certificate and private key be installed in this network? 

A. Controller-based APs 

B. WLAN controller 

C. RADIUS server 

D. Supplicant devices 

E. LDAP server 
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Correct Answer: C 

 

QUESTION 4

During 802.1X/LEAP authentication, the username is passed across the wireless medium in clear text. From a security
perspective, why is this significant? 

A. The username can be looked up in a dictionary file that lists common username/password combinations. 

B. The username is needed for Personal Access Credential (PAC) and X.509 certificate validation. 

C. 4-Way Handshake nonces are based on the username in WPA and WPA2 authentication. 

D. The username is an input to the LEAP challenge/response hash that is exploited, so the username must be known to
conduct authentication cracking. 

Correct Answer: D 

 

QUESTION 5

ABC Company has recently installed a WLAN controller and configured it to support WPA2-Enterprise security. The
administrator has configured a security profile on the WLAN controller for each group within the company (Marketing,
Sales, and Engineering). How are authenticated users assigned to groups so that they receive the correct security
profile within the WLAN controller? 

A. The RADIUS server sends the list of authenticated users and groups to the WLAN controller as part of a 4-Way
Handshake prior to user authentication. 

B. The WLAN controller polls the RADIUS server for a complete list of authenticated users and groups after each user
authentication. 

C. The RADIUS server sends a group name return list attribute to the WLAN controller during every successful user
authentication. 

D. The RADIUS server forwards the request for a group attribute to an LDAP database service, and LDAP sends the
group attribute to the WLAN controller. 

Correct Answer: C 
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