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QUESTION 1

For a WIPS system to identify the location of a rogue WLAN device using location patterning (RF fingerprinting), what
must be done as part of the WIPS installation? 

A. All WIPS sensors must be installed as dual-purpose (AP/sensor) devices. 

B. A location chipset (GPS) must be installed with it. 

C. At least six antennas must be installed in each sensor. 

D. The RF environment must be sampled during an RF calibration process. 

Correct Answer: D 

 

QUESTION 2

What security benefits are provided by endpoint security solution software? (Choose 3) 

A. Can prevent connections to networks with security settings that do not conform to company policy 

B. Can collect statistics about a user\\'s network use and monitor network threats while they are connected 

C. Can restrict client connections to networks with specific SSIDs and encryption types 

D. Can be used to monitor for and prevent network attacks by nearby rogue clients or APs 

Correct Answer: ABC 

 

QUESTION 3

What disadvantage does EAP-TLS have when compared with PEAPv0 EAP/MSCHAPv2 as an 802.11 WLAN security
solution? 

A. Fast/secure roaming in an 802.11 RSN is significantly longer when EAP-TLS is in use. 

B. EAP-TLS does not protect the client\\'s username and password inside an encrypted tunnel. 

C. EAP-TLS cannot establish a secure tunnel for internal EAP authentication. 

D. EAP-TLS is supported only by Cisco wireless infrastructure and client devices. 

E. EAP-TLS requires extensive PKI use to create X.509 certificates for both the server and all clients, which increases
administrative overhead. 

Correct Answer: E 

 

QUESTION 4
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Given: You have a Windows laptop computer with an integrated, dual-band, Wi-Fi compliant adapter. Your laptop
computer has protocol analyzer software installed that is capable of capturing and decoding 802.11ac data. 

What statement best describes the likely ability to capture 802.11ac frames for security testing purposes? 

A. All integrated 802.11ac adapters will work with most protocol analyzers for frame capture, including the Radio Tap
Header. 

B. Integrated 802.11ac adapters are not typically compatible with protocol analyzers in Windows laptops. It is often best
to use a USB adapter or carefully select a laptop with an integrated adapter that will work. 

C. Laptops cannot be used to capture 802.11ac frames because they do not support MU-MIMO. 

D. Only Wireshark can be used to capture 802.11ac frames as no other protocol analyzer has implemented the proper
frame decodes. 

E. The only method available to capture 802.11ac frames is to perform a remote capture with a compatible access
point. 

Correct Answer: B 

 

QUESTION 5

Given: XYZ Hospital plans to improve the security and performance of their Voice over Wi-Fi implementation and will be
upgrading to 802.11n phones with 802.1X/EAP authentication. XYZ would like to support fast secure roaming for the
phones and will require the ability to troubleshoot reassociations that are delayed or dropped during inter-channel
roaming. 

What portable solution would be recommended for XYZ to troubleshoot roaming problems? 

A. WIPS sensor software installed on a laptop computer 

B. Spectrum analyzer software installed on a laptop computer 

C. An autonomous AP mounted on a mobile cart and configured to operate in monitor mode 

D. Laptop-based protocol analyzer with multiple 802.11n adapters 

Correct Answer: D 
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