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QUESTION 1

For a WIPS system to identify the location of a rogue WLAN device using location patterning (RF fingerprinting), what
must be done as part of the WIPS installation? 

A. All WIPS sensors must be installed as dual-purpose (AP/sensor) devices. 

B. A location chipset (GPS) must be installed with it. 

C. At least six antennas must be installed in each sensor. 

D. The RF environment must be sampled during an RF calibration process. 

Correct Answer: D 

 

QUESTION 2

A WLAN is implemented using WPA-Personal and MAC filtering. 

To what common wireless network attacks is this network potentially vulnerable? (Choose 3) 

A. Offline dictionary attacks 

B. MAC Spoofing 

C. ASLEAP 

D. DoS 

Correct Answer: ABD 

 

QUESTION 3

You have an AP implemented that functions only using 802.11-2012 standard methods for the WLAN communications
on the RF side and implementing multiple SSIDs and profiles on the management side configured as follows: 

1. 

SSID: Guest VLAN 90 Security: Open with captive portal authentication 2 current clients 

2. 

SSID: ABCData VLAN 10 Security: PEAPv0/EAP-MSCHAPv2 with AES-CCMP 5 current clients 

3. 

SSID: ABCVoice VLAN 60 Security: WPA2-Personal 2 current clients 

Two client STAs are connected to ABCData and can access a media server that requires authentication at the
Application Layer and is used to stream multicast video streams to the clients. 
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What client stations possess the keys that are necessary to decrypt the multicast data packets carrying these videos? 

A. Only the members of the executive team that are part of the multicast group configured on the media server 

B. All clients that are associated to the AP using the ABCData SSID 

C. All clients that are associated to the AP using any SSID 

D. All clients that are associated to the AP with a shared GTK, which includes ABCData and ABCVoice. 

Correct Answer: B 

 

QUESTION 4

When using a tunneled EAP type, such as PEAP, what component is protected inside the TLS tunnel so that it is not
sent in clear text across the wireless medium? 

A. X.509 certificates 

B. User credentials 

C. Server credentials 

D. RADIUS shared secret 

Correct Answer: B 

 

QUESTION 5

What field in the RSN information element (IE) will indicate whether PSK- or Enterprise-based WPA or WPA2 is in use? 

A. AKM Suite List 

B. Group Cipher Suite 

C. RSN Capabilities 

D. Pairwise Cipher Suite List 

Correct Answer: A 
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