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QUESTION 1

A WLAN is implemented using WPA-Personal and MAC filtering.

To what common wireless network attacks is this network potentially vulnerable? (Choose 3)
A. Offline dictionary attacks

B. MAC Spoofing

C. ASLEAP

D. DoS

Correct Answer: ABD

QUESTION 2

Given: One of the security risks introduced by WPA2-Personal is an attack conducted by an authorized network user
who knows the passphrase. In order to decrypt other users\\' traffic, the attacker must obtain certain information from
the 4-way handshake of the other users.

In addition to knowing the Pairwise Master Key (PMK) and the supplicant\\'s address (SA), what other three inputs must
be collected with a protocol analyzer to recreate encryption keys? (Choose 3)

A. Authenticator nonce

B. Supplicant nonce

C. Authenticator address (BSSID)
D. GTKSA

E. Authentication Server nonce

Correct Answer: ABC

QUESTION 3
Given: In XYZ\\'s small business, two autonomous 802.11ac APs and 12 client devices are in use with WPA2-Personal.
What statement about the WLAN security of this company is true?

A. Intruders may obtain the passphrase with an offline dictionary attack and gain network access, but will be unable to
decrypt the data traffic of other users.

B. A successful attack against all unicast traffic on the network would require a weak passphrase dictionary attack and
the capture of the latest 4-Way Handshake for each client.

C. An unauthorized wireless client device cannot associate, but can eavesdrop on some data because WPA2-Personal
does not encrypt multicast or broadcast traffic.
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D. An unauthorized WLAN user with a protocol analyzer can decode data frames of authorized users if he captures the
BSSID, client MAC address, and a user\\'s 4-Way Handshake.

E. Because WPA2-Personal uses Open System authentication followed by a 4-Way Handshake, hijacking attacks are
easily performed.

Correct Answer: B

QUESTION 4

Given: You are using a Wireless Aggregator utility to combine multiple packet captures. One capture exists for each of
channels 1, 6 and 11. What kind of troubleshooting are you likely performing with such a tool?

A. Wireless adapter failure analysis.
B. Interference source location.

C. Fast secure roaming problems.

D. Narrowband DoS attack detection.

Correct Answer: C

QUESTION 5

Given: Your network implements an 802.1X/EAP-based wireless security solution. A WLAN controller is installed and
manages seven APs. FreeRADIUS is used for the RADIUS server and is installed on a dedicated server named SRV21.
One example client is a MacBook Pro with 8 GB RAM.

What device functions as the 802.1X/EAP Authenticator?

A. SRV21

B. WLAN Controller/AP

C. MacBook Pro

D. RADIUS server

Correct Answer: B
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