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QUESTION 1

ABC Company has deployed a Single Channel Architecture (SCA) solution to help overcome some of the common
problems with client roaming. In such a network, all APs are configured with the same channel and BSSID.
PEAPVO/EAP-MSCHAPV2 is the only supported authentication mechanism.

As the Voice over Wi-Fi (STA-1) client moves throughout this network, what events are occurring?

A. STA-1 initiates open authentication and 802.11 association with each AP prior to roaming.

B. The WLAN controller is querying the RADIUS server for authentication before the association of STA-1 is moved
from one AP to the next.

C. STA-1 controls when and where to roam by using signal and performance metrics in accordance with the chipset
drivers and 802.11k.

D. The WLAN controller controls the AP to which STA-1 is associated and transparently moves this association in
accordance with the physical location of STA-1.

Correct Answer: D

QUESTION 2

You have been recently hired as the wireless network administrator for an organization spread across seven locations.
They have deployed more than 100 APs, but they have not been managed in either an automated or manual process
for more than 18 months. Given this length of time, what is one of the first things you should evaluate from a security
perspective?

A. The channel widths configured

B. The channels in use

C. The VLANSs in use

D. The firmware revision

Correct Answer: D

QUESTION 3

What are the three roles of the 802.1X framework, as defined by the 802.1X standard, that are performed by the client
STA, the AP (or WLAN controller), and the RADIUS server? (Choose 3)

A. Enrollee
B. Registrar
C. AAA Server

D. Authentication Server
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E. Supplicant
F. Authenticator
G. Control Point

Correct Answer: DEF

QUESTION 4

Given: You are installing 6 APs on the outside of your facility. They will be mounted at a height of 6 feet. What must you
do to implement these APs in a secure manner beyond the normal indoor AP implementations? (Choose the single best
answer.)

A. User external antennas.

B. Use internal antennas.

C. Power the APs using PoE.

D. Ensure proper physical and environmental security using outdoor ruggedized APs or enclosures.

Correct Answer: D

QUESTION 5

Given: AAA is an architectural framework used to provide three separate security components in a network. Listed
below are three phrases that each describe one aspect of the AAA framework. Option-1 -This AAA function is performed
first and validates user identify prior to determining the network resources to which they will be granted access. Option-2
-- This function is used for monitoring and auditing purposes and includes the collection of data that identifies what a
user has done while connected. Option-3 -- This function is used to designate permissions to a particular user.

What answer correctly pairs the AAA component with the descriptions provided above?

A. Option-1 Access Control Option-2 Authorization Option-3 Accounting

B. Option-1 Authentication Option-2 Accounting Option-3 Association

C. Option-1 Authorization Option-2 Access Control Option-3 Association

D. Option-1 Authentication Option-2 Accounting Option-3 Authorization

Correct Answer: D
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