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QUESTION 1

The following numbered items show some of the contents of each of the four frames exchanged during the 4-way
handshake:

1.

Encrypted GTK sent

2.

Confirmation of temporal key installation

3.

Anonce sent from authenticator to supplicant

4,

Snonce sent from supplicant to authenticator, MIC included
Arrange the frames in the correct sequence beginning with the start of the 4-way handshake.
A.2,3,4,1

B.1,2,3,4

C.4,3,1,2

D.3,4,1,2

Correct Answer: D

QUESTION 2

Given: You view a protocol analyzer capture decode with the following protocol frames listed in the following order
(excluding the ACK frames):

1) 802.11 Probe Request and 802.11 Probe Response 2) 802.11 Auth and another 802.11 Auth 2) 802.11 Assoc Req
and 802.11 Assoc Rsp 4) EAPOL-Start 5) EAP Request and EAP Response 6) EAP Request and EAP Response 7)
EAP Request and EAP Response 8) EAP Request and EAP Response 9) EAP Request and EAP Response 10) EAP
Success 19) EAPOL-Key (4 frames in a row)

What are you seeing in the capture file? (Choose 4)

A. WPA2-Enterprise authentication

B. WPA2-Personal authentication

C. 802.11 Open System authentication

D. 802.1X with Dynamic WEP
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E. Wi-Fi Protected Setup with PIN
F. Active Scanning
G. 4-Way Handshake

Correct Answer: ACFG

QUESTION 3

What field in the RSN information element (IE) will indicate whether PSK- or Enterprise-based WPA or WPA2 is in use?
A. AKM Suite List

B. Group Cipher Suite

C. RSN Capabilities

D. Pairwise Cipher Suite List

Correct Answer: A

QUESTION 4

Given: ABC Company is deploying an IEEE 802.11-compliant wireless security solution using 802.1X/EAP
authentication. According to company policy, the security solution must prevent an eavesdropper from decrypting data
frames traversing a wireless connection.

What security characteristics and/or components play a role in preventing data decryption? (Choose 2)

A. Multi-factor authentication

B. 4-Way Handshake

C. PLCP Cyclic Redundancy Check (CRC)

D. Encrypted Passphrase Protocol (EPP)

E. Integrity Check Value (ICV)

F. Group Temporal Keys

Correct Answer: BF

QUESTION 5
What preventative measures are performed by a WIPS against intrusions?
A. EAPoL Reject frame flood against a rogue AP

B. Evil twin attack against a rogue AP
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C. Deauthentication attack against a classified neighbor AP
D. ASLEAP attack against a rogue AP

E. Uses SNMP to disable the switch port to which rogue APs connect

Correct Answer: E
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