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QUESTION 1

What security benefits are provided by endpoint security solution software? (Choose 3) 

A. Can prevent connections to networks with security settings that do not conform to company policy 

B. Can collect statistics about a user\\'s network use and monitor network threats while they are connected 

C. Can restrict client connections to networks with specific SSIDs and encryption types 

D. Can be used to monitor for and prevent network attacks by nearby rogue clients or APs 

Correct Answer: ABC 

 

QUESTION 2

Given: A network security auditor is preparing to perform a comprehensive assessment of an 802.11ac network\\'s
security. 

What task should be performed at the beginning of the audit to maximize the auditor\\'s ability to expose network
vulnerabilities? 

A. Identify the IP subnet information for each network segment. 

B. Identify the manufacturer of the wireless intrusion prevention system. 

C. Identify the skill level of the wireless network security administrator(s). 

D. Identify the manufacturer of the wireless infrastructure hardware. 

E. Identify the wireless security solution(s) currently in use. 

Correct Answer: E 

 

QUESTION 3

In the IEEE 802.11-2012 standard, what is the purpose of the 802.1X Uncontrolled Port? 

A. To allow only authentication frames to flow between the Supplicant and Authentication Server 

B. To block authentication traffic until the 4-Way Handshake completes 

C. To pass general data traffic after the completion of 802.11 authentication and key management 

D. To block unencrypted user traffic after a 4-Way Handshake completes 

Correct Answer: A 

 

QUESTION 4
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Joe\\'s new laptop is experiencing difficulty connecting to ABC Company\\'s 802.11 WLAN using 802.1X/EAP PEAPv0.
The company\\'s wireless network administrator assured Joe that his laptop was authorized in the WIPS management
console for connectivity to ABC\\'s network before it was given to him. The WIPS termination policy includes alarms for
rogue stations, roque APs, DoS attacks and unauthorized roaming. 

What is a likely reason that Joe cannot connect to the network? 

A. Joe disabled his laptop\\'s integrated 802.11 radio and is using a personal PC card radio with a different chipset,
drivers, and client utilities. 

B. Joe\\'s integrated 802.11 radio is sending multiple Probe Request frames on each channel. 

C. An ASLEAP attack has been detected on APs to which Joe\\'s laptop was trying to associate. The WIPS responded
by disabling the APs. 

D. Joe configured his 802.11 radio card to transmit at 100 mW to increase his SNR. The WIPS is detecting this much
output power as a DoS attack. 

Correct Answer: A 

 

QUESTION 5

Given: You manage a wireless network that services 200 wireless users. Your facility requires 20 access points, and
you have installed an IEEE 802.11-compliant implementation of 802.1X/LEAP with AES-CCMP as an authentication and
encryption solution. 

In this configuration, the wireless network is initially susceptible to what type of attacks? (Choose 2) 

A. Encryption cracking 

B. Offline dictionary attacks 

C. Layer 3 peer-to-peer 

D. Application eavesdropping 

E. Session hijacking 

F. Layer 1 DoS 

Correct Answer: BF 
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