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QUESTION 1

You are implementing an 802.11ac WLAN and a WIPS at the same time. You must choose between integrated and
overlay WIPS solutions. Which of the following statements is true regarding integrated WIPS solutions? 

A. Integrated WIPS always perform better from a client throughput perspective because the same radio that performs
the threat scanning also services the clients. 

B. Integrated WIPS use special sensors installed alongside the APs to scan for threats. 

C. Many integrated WIPS solutions that detect Voice over Wi-Fi traffic will cease scanning altogether to accommodate
the latency sensitive client traffic. 

D. Integrated WIPS is always more expensive than overlay WIPS. 

Correct Answer: C 

 

QUESTION 2

Given: You manage a wireless network that services 200 wireless users. Your facility requires 20 access points, and
you have installed an IEEE 802.11-compliant implementation of 802.1X/LEAP with AES-CCMP as an authentication and
encryption solution. 

In this configuration, the wireless network is initially susceptible to what type of attacks? (Choose 2) 

A. Encryption cracking 

B. Offline dictionary attacks 

C. Layer 3 peer-to-peer 

D. Application eavesdropping 

E. Session hijacking 

F. Layer 1 DoS 

Correct Answer: BF 

 

QUESTION 3

You are using a protocol analyzer for random checks of activity on the WLAN. In the process, you notice two different
EAP authentication processes. One process (STA1) used seven EAP frames (excluding ACK frames) before the 4-way
handshake and the other (STA2) used 11 EAP frames (excluding ACK frames) before the 4-way handshake. 

Which statement explains why the frame exchange from one STA required more frames than the frame exchange from
another STA when both authentications were successful? (Choose the single most probable answer given a stable
WLAN.) 

A. STA1 and STA2 are using different cipher suites. 
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B. STA2 has retransmissions of EAP frames. 

C. STA1 is a reassociation and STA2 is an initial association. 

D. STA1 is a TSN, and STA2 is an RSN. 

E. STA1 and STA2 are using different EAP types. 

Correct Answer: E 

 

QUESTION 4

Given: ABC Company has recently installed a WLAN controller and configured it to support WPA2Enterprise security.
The administrator has configured a security profile on the WLAN controller for each group within the company
(Marketing, Sales, and Engineering). 

How are authenticated users assigned to groups so that they receive the correct security profile within the WLAN
controller? 

A. The WLAN controller polls the RADIUS server for a complete list of authenticated users and groups after each user
authentication. 

B. The RADIUS server sends a group name return list attribute to the WLAN controller during every successful user
authentication. 

C. The RADIUS server forwards the request for a group attribute to an LDAP database service, and LDAP sends the
group attribute to the WLAN controller. 

D. The RADIUS server sends the list of authenticated users and groups to the WLAN controller as part of a 4-Way
Handshake prior to user authentication. 

Correct Answer: B 

 

QUESTION 5

Which of the following security attacks cannot be detected by a WIPS solution of any kind? (Choose 2) 

A. Rogue APs 

B. DoS 

C. Eavesdropping 

D. Social engineering 

Correct Answer: CD 
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