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QUESTION 1

You administer a small WLAN with nine access point. As a small business, you do not rum a RADIUS server and use
WPA2-Personal for security. Recently, you changed the passphrase for WPA2-personal in all Aps and clients. Several
users are now reporting the inability to connect to the network at time and it is constrained to one area of the building.
When using scanner, you see that the AP covering that area is online 

A. The AP that covers the problem area requires a firmware update 

B. The clients are improperly configured 

C. The AP that covers the problem area has failed 

D. The AP that covers the problem area is improperly configured 

Correct Answer: A 

 

QUESTION 2

When antenna gain is reported in dBI, the gain of the antenna is compared to what theoretical antenna? 

A. Yagi 

B. Dipole 

C. Rubber ducky 

D. Isotropic radiator 

Correct Answer: D 

Reference https://en.wikipedia.org/wiki/Antenna_gain 

 

QUESTION 3

What statement about 802.11 WLAN performance is true? 

A. In modern networks, both centralized and distributed data forwarding work well for most standard office deployments 

B. In most WLANs, no special skill or tuning is required to get peak performance 

C. WLANs perform better as more wireless clients connect with each AP 

D. To get the best performance out of an AP, you should disable data rates of 72 Mbps and lower 

Correct Answer: D  

 

QUESTION 4
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What common feature of MDM solutions can be used to protect enterprise data on mobile devices? 

A. Over-the-air registration 

B. Onboarding 

C. Containerization 

D. Self-registration 

Correct Answer: B 

 

QUESTION 5

What statement describes the authorization component of a AAA implementation? 

A. Validating client device credentials against a database. 

B. Implementing a WIPS as a full-time monitoring solution to enforce policies. 

C. Granting access to specific network services or resources according to a user profile. 

D. Verifying that a user is who he says he is. 

Correct Answer: C 

Reference http://searchsecurity.techtarget.com/definition/authentication-authorization-and-accounting 
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