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QUESTION 1

What common feature of MDM solutions can be used to protect enterprise data on mobile devices? 

A. Over-the-air registration 

B. Onboarding 

C. Containerization 

D. Self-registration 

Correct Answer: B 

 

QUESTION 2

What is an advantage of using WPA2-Personal instead of WEP-128 as a security solution for 802.11 networks? 

A. WPA2-Personal uses CCMP for encryption, and WEP-128 uses TKIP for encryption 

B. WPA2-Personal uses dynamic encryption keys, and WEP-128 uses static keys 

C. WPA2-Personal uses 802.1X/EAP for authentication, and WEP-128 uses preshared keys 

D. WPA2-Personal is based on IEEE 802.11 industry standards, but WEP is not 

Correct Answer: B 

 

QUESTION 3

The center frequency of channel 1 in the 2.4 GHz band is 2.412 GHz (2412 MHz). What is the center frequency of
channel 4? 

A. 2.413 

B. 2.427 

C. 2.422 

D. 2.417 

Correct Answer: B 

 

QUESTION 4

You are managing a wireless access point in autonomous mode using the Web based interface. You capture traffic
during this management task and notice that you can see the HTML code of the Web pages for access point
management. What error in administration could be the cause of the security concern? 
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A. A VPN with the AP is not established 

B. WPA2 is disabled on the WLAN 

C. HTTP is in use instead of HTTPS 

D. IPsec is not in use of the management connection as recommended 

Correct Answer: C 

 

QUESTION 5

In an 802.11 2.4 GHz system, what 22 MHz channels are considered non-overlapping? 

A. 7 and 11 

B. 2 and 8 

C. 1 and 5 

D. 4 and 6 

Correct Answer: B 
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