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QUESTION 1

You are the network administrator for ABC Company. Your manager has recently attended a wireless security seminar.
The seminar speaker taught that a wireless network could be hidden from potential intruders if you disabled the
broadcasting of the SSID in Beacons and configured the access points not to respond to Probe Request frames that
have a null SSID field.

Your manager suggests implementing these security practices. What response should you give to this suggestion?

A. Any 802.11 protocol analyzer can see the SSID in clear text in frames other than Beacons frames. This negates any
security benefit of trying to hide the SSID in Beacons and Probe Response frames.

B. To improve security by hiding the SSID, the AP and client stations must both be configured to remove the SSID from
association request and response frames. Most WLAN products support this.

C. Any tenants in the same building using advanced penetration testing tools will be able to obtain the SSID by
exploiting WPA EAPOL-Key exchanges. This poses an additional risk of exposing the WPA key.

D. This security practice prevents manufacturers\\' client utilities from detecting the SSID. As a result, the SSID cannot
be obtained by attackers, except through social engineering, guessing, or use of a WIPS.

Correct Answer: A

QUESTION 2

You are installing an AP to be used by 23 laptops. All laptops will connect on the 5 GHz frequency band. A neighbor
network uses channels 1 and 6. What channel should be used for this AP and why?

A. Channel 6, because it is always best to use this channel

B. A 5 GHz channel, because channels 1 and 6 are 2.4 GHz channels they have no impact on the decision
C. Channel 1, because it is best to use the channel with the lowest frequency

D. Channel 11, because channels 1 and 6 are in use nearby

Correct Answer: B

QUESTION 3

What statement about 802.3, Clause 33 Power over Ethernet is true?

A. When using CATS5 cabling, you increase the maximum draw available to the PD over that available with CAT®6.
B. Only endpoint PSEs are supported.

C. Only midspan PSEs are supported.

D. The lowest voltage drop is achieved when using CAT6 cable instead of Cat5 or CAT5e.

Correct Answer: D
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QUESTION 4

What 802.11 PHY uses available space in very low frequency ranges that is not in use at the time by broadcast video
signals?

A. DMG
B. SIG

C. DSSS
D. TVNT

Correct Answer: C

QUESTION 5

You are evaluating access points for use in the 5 GHZ frequency band. What PHY supports this band and supports 80
MHz channels?

A. OFDM

B. HT

C. VHT

D. ERP

Correct Answer: C

Reference https://www.cwnp.com/802-11ac-vht-just-the-facts/
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