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QUESTION 1

What best describes WPA2 in relation to 802.11 wireless networks? 

A. WPA2 is specified in the 802.11 standard as implementing CCMP/AES. 

B. WPA2 is the standard that defines security for WLANs. 

C. WPA2 is a certification created by the Wi-Fi Alliance that validates devices correctly implement CCMP/ AES. 

D. WPA2 is the second version of WPA and it enhances security through the use of TKIP instead of WEP. 

Correct Answer: B 

 

QUESTION 2

You administer a small WLAN with nine access point. As a small business, you do not rum a RADIUS server and use
WPA2-Personal for security. Recently, you changed the passphrase for WPA2-personal in all Aps and clients. Several
users are now reporting the inability to connect to the network at time and it is constrained to one area of the building.
When using scanner, you see that the AP covering that area is online 

A. The AP that covers the problem area requires a firmware update 

B. The clients are improperly configured 

C. The AP that covers the problem area has failed 

D. The AP that covers the problem area is improperly configured 

Correct Answer: A 

 

QUESTION 3

In a mesh BSS (MBSS), according to the 802.11-2016 standard, what device connects the mesh to an Ethernet
network? 

A. Mesh Gate 

B. Mesh Switch 

C. Mesh Router 

D. Mesh Portal 

Correct Answer: A 

Reference https://www.cwnp.com/uploads/802-11s_mesh_networking_v1-0.pdf 

 

QUESTION 4
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You are troubleshooting a problem with interference from a non-802.11 device. Given that the device is not a WLAN
device, you cannot use a protocol analyzer and have chosen to use a spectrum analyzer. You want to view the signal
from the interfering device over time to see the activity that is generating. 

What common spectrum analyzer view should you use for this analysis? 

A. Waterfall/Spectrogram 

B. Real-time FFT 

C. APs 

D. Clients 

Correct Answer: A 

 

QUESTION 5

In addition to coverage analysis results, what should be included in a post-deployment site survey report to ensure
WLAN users experience acceptable performance? 

A. WAN interface analysis results 

B. Capacity analysis results 

C. Application Layer protocol availability analysis results 

D. Layer 4 protocol availability analysis results 

Correct Answer: B 
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