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QUESTION 1

You are the network administrator for ABC Company. Your manager has recently attended a wireless security seminar.
The seminar speaker taught that a wireless network could be hidden from potential intruders if you disabled the
broadcasting of the SSID in Beacons and configured the access points not to respond to Probe Request frames that
have a null SSID field. 

Your manager suggests implementing these security practices. What response should you give to this suggestion? 

A. Any 802.11 protocol analyzer can see the SSID in clear text in frames other than Beacons frames. This negates any
security benefit of trying to hide the SSID in Beacons and Probe Response frames. 

B. To improve security by hiding the SSID, the AP and client stations must both be configured to remove the SSID from
association request and response frames. Most WLAN products support this. 

C. Any tenants in the same building using advanced penetration testing tools will be able to obtain the SSID by
exploiting WPA EAPOL-Key exchanges. This poses an additional risk of exposing the WPA key. 

D. This security practice prevents manufacturers\\' client utilities from detecting the SSID. As a result, the SSID cannot
be obtained by attackers, except through social engineering, guessing, or use of a WIPS. 

Correct Answer: A 

 

QUESTION 2

When antenna gain is reported in dBI, the gain of the antenna is compared to what theoretical antenna? 

A. Yagl 

B. Dipole 

C. Rubber ducky 

D. Isotropic radiator 

Correct Answer: D 

https://www.cwnp.com/forums/posts?postNum=292616 

 

QUESTION 3

In an 802.11 2.4 GHz system, what 22 MHz channels are considered non-overlapping? 

A. 7 and 11 

B. 2 and 8 

C. 1 and 5 

D. 4 and 6 
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Correct Answer: B 

 

QUESTION 4

You support a WLAN using dual-band 802.11ac three stream access points. All access points have both the 2.4 GHz
and 5 GHz radios enabled and use 40 MHz channels in 5 GHz and 20 MHz channels in 2.4 GHz. A manager is
concerned 

about the fact that each access point is connected using a 1 Gbps Ethernet link. He is concerned that the Ethernet link
will not be able to handle the load from the wireless radios. 

What do you tell him? 

A. His concern is valid and the company should upgrade all Ethernet links to 10 Gbps immediately. 

B. His concern is valid and the company should immediately plan to run a second 1 Gbps Ethernet link to each AP. 

C. His concern is invalid because the AP will compress all data before transmitting it onto the Ethernet link. 

D. Due to 802.11 network operations and the dynamic rates used by devices on the network, the two radios will likely
not exceed the 1 Gpbs Ethernet link. 

Correct Answer: A 

 

QUESTION 5

Which one of the following 802.11 PHYs is more likely to be used in an industrial deployment but not likely to be used in
standard office deployments? 

A. SIG 

B. VHT 

C. OFDM 

D. HT 

Correct Answer: B 
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