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QUESTION 1

A string of characters and digits is entered into an AP a client STA for WPA2 security. The string is 8 characters long.
What is this string called?

A. MSK

B. WEP key

C. Passphrase

D. PSK

Correct Answer: C
Reference

http://www.arubanetworks.com/techdocs/ArubaOS_64x_WebHelp/Content/ArubaFrameStyles/VirtualAPs/
SSID_Profiles.htm

QUESTION 2

What primary metric of scanning can stations use to select the best AP for connectivity to the desired BSS?
A. Signal strength of AP beacons received.

B. PING latency when testing against an Internet server.

C. FCS errors in frames transmitted to and from the AP.

D. Throughput speed in Mbps.

Correct Answer: A

QUESTION 3

What best describes WPA2 in relation to 802.11 wireless networks?

A. WPA2 is specified in the 802.11 standard as implementing CCMP/AES.

B. WPAZ2 is the standard that defines security for WLANS.

C. WPA2 is a certification created by the Wi-Fi Alliance that validates devices correctly implement CCMP/ AES.
D. WPA2 is the second version of WPA and it enhances security through the use of TKIP instead of WEP.

Correct Answer: B

QUESTION 4
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You have received a report of poor wireless connections on the third floor of a building under your administration. Three
individuals have reported the problem. Apparently, the connections are reposting a strong signal, but the users cannot
access the Internet. With the problem identified, what is the next logical step in the troubleshooting process?

A. Perform corrective actions

B. Discover the scale of the problem

C. Create a plan of action or escalate the problem

D. Verify the solution

Correct Answer: A

QUESTION 5

You support a WLAN using dual- band 802.11ac three stream access points. All access points have both the 2.4 GHz
and 5 GHz radios enabled and use 40 MHz channels in 2.4 GHz. A manager is concerned about the fact that each
access point is connected using a 1 Gbps Ethernet link. He is concerned that the Ethernet link will not be able to handle
the load from the wireless radios. What do you tell him?

A. His concern is valid and the company should upgrade all Ethernet link to 10 Gbps immediately.

B. His concern is valid and the company should immediately plan to run a second 1 Gbps Ethernet link to each AP.

C. Due to 802.11 network operations and dynamic rates used by devices on the network, the two radios will likely not
exceed the 1 Gbps Ethernet link .

D. His concern is invalid because the AP will compress all data before transmitting it onto the Ethernet link.

Correct Answer: D
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