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QUESTION 1

What statement describes the authorization component of a AAA implementation? 

A. Verifying that a user is who he says he is 

B. Validating client device credentials against adatabase 

C. Logging the details of user network behavior in order to review it at a later time 

D. Granting access to specific network servicesaccording to a user profile 

E. Implementing a WIPS as a full-time monitoring solution to enforce policies 

Correct Answer: D 

 

QUESTION 2

Prior to association, what parameter can 802.11 client devices measure and use to select the optimal access point for
association? 

A. Signal strength of access point beacons received 

B. Proximity to potential access points 

C. Retry rate of probe request and responseframes 

D. Average round trip time to reach the Internet DNS server 

E. Average round trip time to reach the IP router 

Correct Answer: A 

 

QUESTION 3

The client devices that connect to your network include a mix of dual-band 802.11n and 802.11ac, single-band
802.11b/g/n, and some 802.11a/g/n. Your access points are configured with the same SSID on both the 2.4 and 5 GHz
bands. The APs are also configured to prioritize client connectivity to 5 GHz. 

How does an AP perform band steering to encourage clients to use 5 GHz? 

A. When the client sends a probe request in the 2.4GHz band, the AP may reply with information about the 5 GHz BSS. 

B. The AP may ignore the initial probe requests or 802.11 authentication requests sent in the 2.4 GHz band by dual-
band clients 

C. The AP may allow an 802.11 association with the client in the 2.4 GHz band, then send unicast channel switch
announcements to the client announcing the 5 GHz channel as the new channel. 

D. The AP may allow an 802.11 association with the client in the 2.4 GHz band, then the AP may perform a transparent
client handoff by transferring the client\\'s MAC address to the 5 GHz radio. 
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Correct Answer: B 

 

QUESTION 4

What statement about 802.11 WLAN performance is true? 

A. Use of larger frame sizes results in greater throughput in low interference environments. 

B. BSS support for 65 KB A-MPDUs willincrease the maximum data rate available to client devices. 

C. In 802.11ac, changing the security mechanism from WPA2-Personal toWPA2-Enterprise will enable the VHT MCS
rates. 

D. Compared to an Independent BSS, an Infrastructure BSS can provide almost twice the throughput between wireless
nodes. 

Correct Answer: A 

 

QUESTION 5

Why is it recommended for a wireless network administrator to disable 1 Mbps and 2 Mbps data rates on the
WLANinfrastructure? (Choose 2) 

A. To improve capacity in the BSS 

B. To reduce the size of the AP\\'s effective service area 

C. Toprevent 802.11b devices from associating 

D. To maximize the range of the highest data rates 

E. To prevent VoWiFi multicast frames 

F. To enable support for long preambles 

Correct Answer: AB 
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