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QUESTION 1

You are validating association capabilities from clients to an 802.1X/EAP secure SSID. The RADIUS server\\'s IP
address is 10.100.50.25 and the default RADIUS authentication port is used. When testing them, none of the clients are
able to associate to the SSID. Troubleshooting the WLAN infrastructure, you found out that the server is up and the
RADIUS service is up as well, but the authenticator is not able to communicate properly with the server. What\\'s your
next troubleshooting step? 

A. Verify that the shared secret between the authenticator and the RADIUS server is correct 

B. Reboot the clients 

C. Reboot the server 

D. Restart the RADIUS service 

Correct Answer: A 

 

QUESTION 2

What are the deliverables to your customer after successfully implementing a WLAN infrastructure? 

A. Digital or physical assets, guides, floorplans and configuration documents 

B. Project Charter 

C. Facility blueprints 

D. Nothing is required. The implemented WLAN was deliverable 

Correct Answer: A 

 

QUESTION 3

Your customer is using PSK as their only authentication. They have an industry requirement to move to a stronger
solution. Your recommendation is to move to a certificate-based type of authentication where both the client and server
require certificates. Which EAP type would be the best fit? 

A. EAP-FAST 

B. EAP-TTLS 

C. EAP-TLS 

D. PEAP 

Correct Answer: C 

Reference: https://www.intel.com/content/www/us/en/support/articles/000006999/network-and-i-
o/wirelessnetworking.html 
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QUESTION 4

A business traveler from North America is in Europe. The hotel only provides coverage in 2.4 GHz. The traveler
connects to the hotel\\'s SSID and notices an AP in the hotel room. However, the laptop reports a very low RSSI when
connected. The traveler does not have the same problem when connecting in the lobby. What would be the most likely
cause of the low RSSI in the hotel room? 

A. The AP in the room is using ZigBee instead of Wi-Fi. 

B. The AP in the room is transmitting on channel 13 and the traveler associated to a non-channel 13 AP located
elsewhere. 

C. The switchport that the AP is connected to is only capable of transmitting at 10 Mbps. 

D. The AP in the room is using Bluetooth instead of Wi-Fi. 

Correct Answer: C 

 

QUESTION 5

After designing a WLAN infrastructure using predictive design software. What\\'s the best way to validate the predictive
design in the physical space before deployment, if time and budget allow for it? 

A. Deploy all of the APs as they\\'re shown in the predictive design and perform an active site survey. 

B. Deploy all of the APs as they\\'re shown in the predictive design and perform a passive site survey. 

C. Use a client device positioned where the APs will be installed and measure the signal from the client device. 

D. Perform an AP-on-a-Stick survey using AP locations based upon the predictive design to confirm each AP\\'s
placement. 

Correct Answer: D 

Reference: https://vectorusa.com/steps-to-designing-and-deploying-wireless-lan/ 
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