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QUESTION 1

A developer wants to use an environment that has two sets of servers, with one active and one passive at any time.
When a new version of the application is ready, it will be installed to the passive servers, which will then become active.
Which of the following environment types BEST describes these two sets of servers? 

A. Disaster recovery 

B. Blue-green 

C. Development 

D. Staging 

Correct Answer: B 

 

 

QUESTION 2

An administrator receives a ticket indicating the accounting application is not working. Which of the following should the
administrator check FIRST? 

A. DHCP 

B. Service-level agreement 

C. DNS 

D. System logs 

Correct Answer: B 

 

 

QUESTION 3

A company still has several dedicated servers and wants to migrate them to its private cloud. Which of the following
migration methods would be BEST to accomplish this goal? 

A. Virtual-to-virtual 

B. Storage 

C. Cloud-to-cloud 

D. Physical-to-virtual 

Correct Answer: A 
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QUESTION 4

A systems administrator wants to have near-real-time information on the volume of data being exchanged between an
application server and its clients on the Internet. 

Which of the following should the systems administrator implement to achieve this objective? 

A. A stateful firewall 

B. DLP 

C. DNSSEC 

D. Network flows 

Correct Answer: D 

Network flows are records of network traffic that capture information such as source and destination IP addresses,
ports, protocols, timestamps, and byte and packet counts. Network flows can provide near-real-time information on the
volume of data being exchanged between a system and its clients on the Internet, as they can measure and monitor the
amount and rate of network traffic for each connection or session. Network flows can also help analyze network
performance, troubleshoot network issues, and detect network anomalies or security incidents. A systems administrator
should implement network flows to achieve the objective of having near-real-time information on the volume of data
being exchanged between an application server and its clients on the Internet. References: CompTIA Cloud+
Certification Exam Objectives, page 16, section 3.2 

 

QUESTION 5

An organization is hosting a cloud-based web server infrastructure that provides web-hosting solutions. Sudden
continuous bursts of traffic have caused the web servers to saturate CPU and network utilizations. 

Which of the following should be implemented to prevent such disruptive traffic from reaching the web servers? 

A. Solutions to perform NAC and DLP 

B. DDoS protection 

C. QoS on the network 

D. A solution to achieve microsegmentation 

Correct Answer: B 

Distributed denial-of-service (DDoS) protection is a type of security solution that detects and mitigates DDoS attacks
that aim to overwhelm or disrupt a system or service by sending large volumes of traffic from multiple sources. DDoS
protection can prevent such disruptive traffic from reaching the web servers by filtering out malicious or unwanted traffic
and allowing only legitimate traffic to pass through. DDoS protection can also help maintain the availability and
functionality of web services and applications during a DDoS attack. References: CompTIA Cloud+ Certification Exam
Objectives, page 14, section 2.7 Reference: https://blog.paessler.com/the-top-5-causes-of-sudden-network-spikes 

Reference: https://blog.paessler.com/the-top-5-causes-of-sudden-network-spikes 
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