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QUESTION 1

A systems administrator is responsible for upgrading operating systems on VMs that are hosted in a cloud environment.
The systems administrator wants to ensure the VMs receive updates for as long as possible. Which of the following
should the systems administrator choose? 

A. Stable 

B. Nightly 

C. LTS 

D. Canary 

E. EDR 

Correct Answer: A 

 

 

QUESTION 2

An organization has two businesses that are developing different software products. They are using a single cloud
provider with multiple IaaS instances. The organization identifies that the tracking of costs for each business are
inaccurate. 

Which of the following is the BEST method for resolving this issue? 

A. Perform segregation of the VLAN and capture egress and ingress values of each network interface 

B. Tag each server with a dedicated cost and sum them based on the businesses 

C. Split the total monthly invoice equally between the businesses 

D. Create a dedicated subscription for the businesses to manage the costs 

Correct Answer: B 

Tagging each server with a dedicated cost and summing them based on the businesses is the best method for resolving
the issue of inaccurate cost tracking for different businesses that use multiple IaaS instances within a single cloud
provider. Tagging can help identify and organize the servers based on various criteria, such as name, purpose, owner,
or cost center. Tagging can also enable granular and accurate billing and reporting based on the tags. Summing the
costs based on the businesses can help allocate and distribute the costs correctly and fairly among the different
businesses. References: CompTIA Cloud+ Certification Exam Objectives, page 13, section 2.5 

 

QUESTION 3

A systems administrator is performing an OS upgrade on a production VM. Which of the following actions should the
administrator take before the upgrade to ensure the FASTEST recovery of the system in case the upgrade fails in an
unrecoverable way? 
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A. Submit the upgrade to the CAB. 

B. Perform a full backup. 

C. Take a snapshot of the system. 

D. Test the upgrade in a preproduction environment. 

Correct Answer: C 

 

 

QUESTION 4

The CASB report indicates several unsanctioned SaaS applications are being used in an organization. Which of the
following is the MOST likely cause? 

A. VPN bypass 

B. Shadow IT 

C. Web proxy bypass 

D. CAB approval 

Correct Answer: B 

 

QUESTION 5

A cloud administrator wants to have a central repository for all the logs in the company\\'s private cloud. Which of the
following should be implemented to BEST meet this requirement? 

A. SNMP 

B. Log scrubbinga 

C. CMDB 

D. A syslog server 

Correct Answer: D 

A syslog server is what the administrator should implement to have a central repository for all the logs in the
company\\'s private cloud. Syslog is a standard protocol that allows network devices and systems to send log messages
to a centralized server or collector. Syslog can help to consolidate and manage logs from different sources in one place,
which can facilitate monitoring, analysis, troubleshooting, auditing, etc. 

Reference: https://www.itpro.com/infrastructure/network-internet/355174/how-to-build-a-dedicated-syslog-server 
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