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QUESTION 1

A company wants to implement business continuity, and the cloud solution architect needs to design the correct
solution.

Which of the following will provide the data to measure business continuity? (Choose two.)

A. A service-level agreement

B. Automation scripts

C. Playbooks

D. A network diagram

E. A backup and restore

F. A recovery time objective

Correct Answer: AF

A service-level agreement (SLA) is a contract or document that defines the level of service and performance expected
from a service provider or vendor. A recovery time objective (RTO) is a metric that specifies the maximum acceptable
time for restoring a system or service after a disruption or outage. Both SLA and RTO can provide the data to measure
business continuity, as they can indicate the availability, reliability, and recoverability of a system or service in case of a

failure or disaster. SLA and RTO can also help evaluate the effectiveness and efficiency of the business continuity plan
and solution. References: CompTIA Cloud+ Certification Exam Objectives, page 20, section 4.2

QUESTION 2

A large pharmaceutical company needs to ensure it is in compliance with the following requirements:
1.

An application must run on its own virtual machine.

2.

The hardware the application is hosted on does not change. Which of the following will BEST ensure compliance?
A. Containers

B. A firewall

C. Affinity rules

D. Load balancers

Correct Answer: C

Reference: https://www.cleo.com/blog/knowledge-base-on-premise-vs-cloud
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QUESTION 3

A systems administrator wants to ensure a system can adjust its resources based on usage. Which of the following will
best accomplish this goal?

A. Anti-affinity
B. Autoscaling
C. Right-sizing
D. Oversubscription

Correct Answer: B

QUESTION 4

A systems administrator needs to configure monitoring for a private cloud environment. The administrator has decided
to use SNMP for this task. Which of the following ports should the administrator open on the monitoring server\\'s
firewall?

A. 53

B. 123

C. 139

D. 161

Correct Answer: D

Port 161 is the default port used by Simple Network Management Protocol (SNMP) to communicate with network
devices and collect information about their status, performance, configuration, and events. Opening port 161 on the
monitoring server\\'s firewall will allow SNMP traffic to pass through and enable monitoring for a private cloud
environment. If port 161 is closed or blocked, SNMP traffic will be denied or dropped, resulting in a failure to monitor the

network devices. References: CompTIA Cloud+ Certification Exam Objectives, page 15, section 2.8

Reference: https://thwack.solarwinds.com/t5/NPM-Discussions/SNMP-open-ports-on-the-firewall/m-p/168826

QUESTION 5

A cloud administrator is monitoring a database system and notices an unusual increase in the read operations, which is
causing a heavy load in the system. The system is using a relational database and is running in a VM. Which of the
following should the administrator do to resolve the issue with minimal architectural changes?

A. Migrate the relational database to a NoSQL database

B. Use a cache system to store reading operations

C. Create a secondary standby database instance
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D. Implement the database system using a DBaaS
Correct Answer: B

The best way to resolve the issue of an unusual increase in the read operations that is causing a heavy load in the
system that is using a relational database and is running in a VM is to use a cache system to store reading operations.
A cache system is a type of storage system that temporarily stores frequently accessed or recently used data in memory
for faster retrieval. A cache system can reduce the load on the database system by serving the read requests from the
cache instead of querying the database every time. Reference: [CompTIA Cloud+ Certification Exam Objectives],
Domain 4.0 Troubleshooting, Objective 4.3 Given a scenario, troubleshoot capacity issues within a cloud environment.
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