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QUESTION 1

A DevOps team needs to provide a solution that offers isolation, portability, and scalability. Which of the following would
BEST meet these requirements?

A. Virtual machines
B. Containers

C. Appliances

D. Clusters

Correct Answer: B

QUESTION 2

A cloud administrator needs to verify domain ownership with a third party. The third party has provided a secret that
must be added to the DNS server. Which of the following DNS records does the administrator need to update to include
the secret?

A. NS

B. TXT

C. AAAA

D. SOA

Correct Answer: B

Reference: https://cloud.google.com/identity/docs/verify-domain-txt

QUESTION 3

A systems administrator is securing a new email system for a large corporation. The administrator wants to ensure
private corporate information is not emailed to external users. Which of the following would be MOST useful to
accomplish this task?

A.DLP

B. EDR

C. DNSSEC

D. SPF

Correct Answer: A

The most useful tool to prevent private corporate information from being emailed to external users is data loss
prevention (DLP). DLP is a type of security solution that monitors and controls the flow of data in and out of a system or
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network. It can detect and prevent unauthorized access, transmission, or leakage of sensitive data, such as personal
information, financial records, or intellectual property. DLP can also enforce encryption, masking, or deletion of sensitive
data to protect its confidentiality. Reference: CompTIA Cloud+ Certification Exam Objectives, Domain 2.0 Security,
Objective 2.5 Given a scenario, apply data security techniques in the cloud.

QUESTION 4

Which of the following is a best practice used in relation to MTBF?
A. Determine backup schedule based on uptime requirements

B. Proactively replace components before they fail

C. Determine downtime to perform a system recovery

D. Reactively replace components after failure

Correct Answer: B

QUESTION 5

An organization has decided to implement the following network segregation:

Network Purpcse

10.10.10.1/25 Application and database servers
10.10.10.128/25 Infrastructure servers
192.168.8.0/24 Production

Below is a configuration of an application server:

Network adapter [I_P address iSubnet mask Gateway
NIC1 1192.168.8.100 |255.265.255.0 192.168.8 1
NIC2 :10.10.10.50 2255.255.255.128 10.10.10.1

The application team is unable to establish connectivity to another server, which has the IP address 10.10.10.180.
Which of the following is the MOST likely reason for the issue?

A. Incorrect routing configuration
B. Incorrect NIC1 configuration
C. Incorrect gateway in NIC 1

D. Incorrect subnet mask in NIC2

Correct Answer: A
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