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QUESTION 1

You can switch the cluster/configuration context using the following command: 

[desk@cli] $ kubectl config use-context prod-account 

Context: 

A Role bound to a Pod\\'s ServiceAccount grants overly permissive permissions. Complete the following tasks to reduce
the set of permissions. 

Task: 

Given an existing Pod named web-pod running in the namespace database. 

1.

 Edit the existing Role bound to the Pod\\'s ServiceAccount test-sa to only allow performing get operations, only on
resources of type Pods. 

2.

 Create a new Role named test-role-2 in the namespace database, which only allows performing update operations,
only on resources of type statuefulsets. 

3.

 Create a new RoleBinding named test-role-2-bind binding the newly created Role to the Pod\\'s ServiceAccount. Note:
Don\\'t delete the existing RoleBinding. 

A. See the explanation below 

B. PlaceHolder 

Correct Answer: A 
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QUESTION 2

Service is running on port 389 inside the system, find the process-id of the process, and stores the names of all the
open-files inside the /candidate/KH77539/files.txt, and also delete the binary. 

A. See explanation below. 

B. PlaceHolder 

Correct Answer: A 

root# netstat -ltnup 
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Active Internet connections (only servers) 

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name 

tcp 0 0 127.0.0.1:17600 0.0.0.0:* LISTEN 1293/dropbox 

tcp 0 0 127.0.0.1:17603 0.0.0.0:* LISTEN 1293/dropbox 

tcp 0 0 0.0.0.0:22 0.0.0.0:* LISTEN 575/sshd 

tcp 0 0 127.0.0.1:9393 0.0.0.0:* LISTEN 900/perl 

tcp 0 0 :::80 :::* LISTEN 9583/docker-proxy 

tcp 0 0 :::443 :::* LISTEN 9571/docker-proxy 

udp 0 0 0.0.0.0:68 0.0.0.0:* 8822/dhcpcd 

root# netstat -ltnup | grep \\':22\\' 

tcp 0 0 0.0.0.0:22 0.0.0.0:* LISTEN 575/sshd 

The ss command is the replacement of the netstat command. 

Now let\\'s see how to use the ss command to see which process is listening on port 22: 

root# ss -ltnup \\'sport = :22\\' 

Netid State Recv-Q Send-Q Local Address:Port Peer Address:Port 

tcp LISTEN 0 128 0.0.0.0:22 0.0.0.0:* users:("sshd",pid=575,fd=3)) 

 

QUESTION 3

The kubeadm-created cluster\\'s Kubernetes API server was, for testing purposes, temporarily configured to allow
unauthenticated and unauthorized access granting the anonymous user duster-admin access. 
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Task 

Reconfigure the cluster\\'s Kubernetes API server to ensure that only authenticated and authorized REST requests are
allowed. 

Use authorization mode Node,RBAC and admission controller NodeRestriction. 

Cleaning up, remove the ClusterRoleBinding for user system:anonymous. 
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A. See explanation below. 

B. PlaceHolder 

Correct Answer: A 
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QUESTION 4

Create a RuntimeClass named untrusted using the prepared runtime handler named runsc. 

Create a Pods of image alpine:3.13.2 in the Namespace default to run on the gVisor runtime class. 

A. See the explanation below: 

B. PlaceHolder 

Correct Answer: A 

 

 

QUESTION 5

You must complete this task on the following cluster/nodes: Cluster: immutable-cluster 

Master node: master1 

Worker node: worker1 

You can switch the cluster/configuration context using the following command: 

[desk@cli] $ kubectl config use-context immutable-cluster 

Context: It is best practice to design containers to be stateless and immutable. 

Task: 

Inspect Pods running in namespace prod and delete any Pod that is either not stateless or not immutable. 

Use the following strict interpretation of stateless and immutable: 

1.

 Pods being able to store data inside containers must be treated as not stateless. 

Note: You don\\'t have to worry whether data is actually stored inside containers or not already. 
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2.

 Pods being configured to be privileged in any way must be treated as potentially not stateless or not immutable. 

A. See the explanation below 

B. PlaceHolder 

Correct Answer: A 
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