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QUESTION 1

Create a network policy named allow-np, that allows pod in the namespace staging to connect to port 80 of other pods
in the same namespace.

Ensure that Network Policy:

1.

Does not allow access to pod not listening on port 80.

2.

Does not allow access from Pods, not in namespace staging.
A. See the explanation below:

B. PlaceHolder

Correct Answer: A

apiVersion: networking.k8s.io/v1l

kind: NetworkPolicy

metadata:

name: network-policy

spec:

podSelector: {} #selects all the pods in the namespace deployed policyTypes:
-Ingress ingress:

-ports: #in input traffic allowed only through 80 port only

-protocol: TCP port: 80

QUESTION 2
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candidatefecli:~5 kubectl config use-context EKSSC00401

Switched to context "KSSC00401".

candidatefcli:~5 ssh kssc0040l1-master

Warning: Permanently added '"10.240.86.231' (ECDSA) to the list of known hosts.
The programs included with the Ubuntu system are free software;

each program are described in the

the exact distribution terms for
individual files in /fusr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

root@kssc00401-master:~# kubectl get pods —n naboo
READY STATUS RESTARTS AGE
c-3po 1./ Running 0 &6h48m
chewbacca 1/1 Running 0 &h48m
jawas 1/1 Running 0 &6h48m
qui-gon-jinn 1/1 Running 0 eha48m
root@kssc0040]l-master:~% kubectl get pods -n naboo -o name
pod fc Ejale
pod/chewbacca
pod/jawas
pod/qui-gon-jinn
root@kssc00401-master:~% for 1 in %(kubectl get pods -n naboo -o name)
> do
> kubectl get ${i O yar grep -i image
> done
Error from server (NotFound): pods "c-3po"™ not found
Error from server (NotFound): pods "chewbacca" not found
Error from server (NotFound): peds "jawas" not found
Error from server (NotFound): pods "qui-gon-jinn™ not found
root@kssc0040]l-master:~# for i in $(kubectl get pods -n naboo -o name); do kubectl -n naboo
get 5{i) -o yaml | grep -i image ; done
centos:centos?’.9.2009
PullPolicy: Never
centos:centos?.9.2009
ID: docker-pullable://centos@sha256:c73f515d06b0£fa07bbl8d8202035e73%a494cel60aaiil?2
9fe0f4bf2bd22b407
photon:3.0
PullPolicy: Newver
photon:3.0
ID: docker-pullable://photon@sha256:c48del£0£3ad19215b75e2087cfbe95d7321abb454e4295
alebc38f563ecebl?
alpine:3.7
PullPolicy: Never
alpine:3.7
aID: docker-pullable://alpine@sha?56:8421d9a84432575381bfabd?248fleb56f3aa21d9%d7cd251
1583c68c9b7511d10
amazonlinux:2
PullPolicy: Never
amazonlinux:2
@lD: docker-pullable://amazonlinux@sha256:246ef631c752aB83005889621119fd5cc9cbb5500el
83707c38bec0e0d597alde
root@kssc0040]l-master:~# trivy image centos:centos7.9.2009
21 05-20T15:39:51.7332 Need to update DB
2022-05-20T15:39:51.7332 Downloading DB...
27.97 MiB / 27.97 MiB [-————————- ——————— e —-1 100.00% 27.43 MiB pfs 1s
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root@kssc00401-master:~# for i in $(kubectl get pods -n naboo -o name); do kubectl -n naboo
get ${i} -o yaml | grep -i image ; done
i centos:centc .9.2009
PullPolicy: Never
centos:centos7.9.2009
ID: docker-pullable://centos@sha256:c73£515d06b0fa07bbl8d8202035e73%a494ce760aa7312
9f60f4bf2bd22b407
photon:3.0
PullPolicy: Never
photon:3.0
ID: docker-pullable://photon@sha256:c48d61£0£3ad19215b75e2087cfbe95d7321abb454e4295
ale6c38f563ece622
alpine:3.7
PullPolicy: Never
alpine:3.7
=eID: docker-pullable://alpine@sha256:8421d%9a84432575381bfabd248fleb56f3aa21d9d7cd251
1583cEe8c9b7511d10
: amazonlinux:2
sPullPolicy: Never
zonlinux:2
ID: r-pullable://amazonlinux@sha256:246ef631c75ea83005889621119fd5cc9cbb5500el
93707¢38b6c060d597al46
root@kssc00401-master:~¥ trivy image photon:3.0
2022-05-20T15:40:18.0032 Detected 0S: photon
2022-05-20T15:40:18.0032 Detecting Photon Linux vulnerabilities...
2022-05-20T15:40:18.0052 Number of language-specific files: 0

n:3.0 (photon 3.0)

Total: 0 (UNKNOWN: 0, LOW: O, MEDIUM: 0, HIGH: 0, CRITICAL: 0)

rootl@kssc0040]1-master:~# kubectl get pods -n naboo -o name
pod/c-3po
pod/chewbacca
pod/jawas
pod/qui-gon-jinn
root@kssc00401-master:~# kubectl -n naboo pod/c-3po -o yaml | grep image
Error: flags cannot be placed before plugin name: -n
root@kssc00401-master:~# kubectl -n naboo get pod/c-3po -o yaml | grep image
: centos:centos?7.9.2009
PullPolicy: Never
: centos:centos?’.9.2009
eID: docker-pullable://centos@sha256:c73£515d06b0£fal7bbl18d8202035e739a4%4ce760aa7312
Sfe0f4bf2bd22b407
root@kssc00401-master:~# kubectl -n naboo delete pod/c-3po
pod "c-3po" deleted
root@kssc00401-master:~# kubectl -n naboo delete pod/jawas
pod "jawas" deleted
pod "jawas" deleted
root@kssc00401-master:~# history
1 kubectl get pods -n naboo
2 kubectl get pods -n naboo -0 name
3 for i in 5 (kubectl get pods -n naboo -o name); do kubectl get ${i} -o yaml | grep -i
image ; done
4 for i in $(kubectl get pods -n naboo name) ; do kubectl -n naboo get ${i} -o yaml
grep -i image ; done
5 trivy image centos:centos7.9.2009
6 for i in §$(kubectl get pods -n naboo -o name); do kubectl naboo get ${i} -o yaml
grep -i image ; done
/] trivy image photon:3.0
8 for i in $(kubectl get pods —-n naboo -o name); kubectl naboo get ${i} -o yaml
grep -1 image ; done
9 trivy image alpine:3.7
10 for i in $ (kubectl get pods -n naboo kubectl naboo get ${i} -o yaml
grep -i image ; done
11 trivy image amazonlinux:2
12 kubectl get pods -n naboo -o name
13 kubectl naboo pod/c-3po -o yaml | grep image
14 kubectl naboo get pod/c-3po -o yaml | grep image
15 kubectl 1 naboo delete pod/c-3po
16 kubectl naboo delete pod/jawas
17 history
root@kssc00401-master:~# D
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AppArmor is enabled on the cluster\\'s worker node. An AppArmor profile is prepared, but not enforced yet.
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You must complete this
task on the following
cluster/nodes:

Master Worker

Cluster
node node
KSSHOO kssh00401
kssh00401
401 -master
-worker1

You can switch the
cluster/configuration context

using the following command:

[candidatef@cli] $ kubec
tl config use-context KS
SHeV401

You may use your browser
to open one additional tab
to access the AppArmor
documentation.
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Task

On the cluster\\'s worker node, enforce the prepared AppArmor profile located at /etc/apparmor.d/nginx_apparmor.
Edit the prepared manifest file located at /home/candidate/KSSH00401/nginx-pod.yaml to apply the AppArmor profile.
Finally, apply the manifest file and create the Pod specified in it.

A. See the explanation below

B. PlaceHolder

Correct Answer: A

QUESTION 3

You must complete this task on the following cluster/nodes: Cluster: immutable-cluster

Master node: masterl

Worker node: workerl

You can switch the cluster/configuration context using the following command:

[desk@cli] $ kubectl config use-context immutable-cluster

Context: It is best practice to design containers to be stateless and immutable.

Task:

Inspect Pods running in namespace prod and delete any Pod that is either not stateless or not immutable.
Use the following strict interpretation of stateless and immutable:

1.

Pods being able to store data inside containers must be treated as not stateless.

Note: You don\\'t have to worry whether data is actually stored inside containers or not already.

2.

Pods being configured to be privileged in any way must be treated as potentially not stateless or not immutable.
A. See the explanation below

B. PlaceHolder

Correct Answer: A
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Explanation/Reference:
candidate@cli:~$ kubectl config use-context KSRS00501
Switched to context "KSRS00501".
candidateBcli:~$ kubectl get pod -n testing
NAME READY STATUS RESTARTS AGE
app 1/1 Running 0 6h31lm
frontend 1/1 Running (1] 6h32m
smtp 1/1 Running (1] 6h31m
candidate@cli:~$ kubectl get pod/app -n testing -o yaml
- lastProbeTime: null
lastTransitionTime: "2022-05-20T08:40:35Z"
status: "True"
type: PodScheduled
containerStatuses:
— containerID: docker://11143682c400984c9faf3dffle056d4b00a7eblde007fel834be0agafalacel
image: nginx:latest
imageID: docker-pullable://nginx@sha256:2d17cc4981bfle22a87ef3b3dd20fbb72c3868738e3£3076
62eb40e2630d4320
lastState: {}
name: app-container
ready: true
restartCount: 0
started: true
state:
running:
startedAt: "2022-05-20T08:40:37Z"
hostIP: 10.240.86.141
phase: Running
podIP: 10.10.1.3
podIPs:
ip: 10.10.1.3
gosClass: BestEffort
startTime: "2022-05-20T08:40:352"
candidateBecli:~$ kubectl get pod/app -n testing -o vaml | grep -E "privileged|ReadOnlyFileSy
stem'
true
candidate@cli:~$ kubectl get pod/frontend -n testing -o yaml | grep -E 'privileged|ReadOnlyF
ileSystem’
: false

candidatefcli:~$ kubectl get pod/smtp -n testing -o yaml | grep -E 'privileged|ReadOnlyFileS
ystem'
true
candidate@cli:~$ kubectl get pod -n testing -o yaml | rep —i ReadOnly
RootFilesystem: false
: true
RootFilesystem: true
: true
RootFilesystem: false
true
candidate@cli:~$ kubectl get pod/smtp -n testing -o yaml | grep -E 'privileged|readOnlyRootF
ileSystem'
prl = true
candidate@cli:~$ kubectl get pod/app -n testing -o yaml | grep -E 'privileged|readOnlyRootFi
leSystem'
privi i: true
candidate@cli:~$ kubectl get pod/frontend -n testing -o yaml | grep -E 'privileged|readOnlyR
ootFileSystem'
I false
candidate@cli:~$ kubectl get pod/frontend -n testing -o yaml | grep —E 'privileged|readOnlyR
ocotFilesystem'
: true
: false

candidatelcli:~$ kubectl delete pod/app -n testing

pod "app" deleted

candidatef@cli:~$ kubectl get pod/smtp -n testing —o yaml | grep -E 'privileged|readOnlyRootF
jlesystem'

: True
1: false

candidatef@cli:~$ kubectl delete pod/smtp -n testing
pod "smtp"™ deleted
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QUESTION 4
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kube-apiserver.advertise-address.endpoint:
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Cluster: dev Master node: masterl Worker node: workerl You can switch the cluster/configuration context using the
following command: [desk@cli] $ kubectl config use-context dev Task:

Retrieve the content of the existing secret named adam in the safe namespace.

Store the username field in a file names /home/cert-masters/username.txt, and the password field in a file named
/home/cert-masters/password.txt.

1.

You must create both files; they don\\'t exist yet.

2.

Do not use/modify the created files in the following steps, create new temporary files if needed.
Create a new secret names newsecret in the safe namespace, with the following content:
Username: dbadmin Password: moresecurepas

Finally, create a new Pod that has access to the secret newsecret via a volume:

Namespace:safe Pod hame:mysecret-pod Container name:db-container Image:redis Volume name:secret-vol Mount
path:/etc/mysecret

A. See the explanation below
B. PlaceHolder

Correct Answer: A

QUESTION 5

A CIS Benchmark tool was run against the kubeadm-created cluster and found multiple issues that must be addressed
immediately.
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You must complete this
task on the following
cluster/nodes:

Master Worker

Cluster
node node
KSCS002 kscs00201
kscs00201
01 -master
-worker1

You can switch the
cluster/configuration context
using the following command:

[candidate@cli] $ | kubec
tl config use-context KS
CS00201

Fix all issues via configuration and restart the affected components to ensure the new settings take effect. Fix all of the
following violations that were found against the API server:
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Ensure that the
--authorization
1.2.7 'mme_‘ FAIL
argument is not
set to
AlwaysAllow
Ensure that the
--authorization
1.2.8 -mode FAIL
argument
includes Node
Ensure that the
--authorization
1.2.9 -mode FAIL
argument
includes RBAC

Fix all of the following violations that were found against the Kubelet: Fix all of the following violations that were found
against etcd:
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Ensure that the
anonymaous-au
4.2.1 th FAIL
argument is set
to false
Ensure that the
--authorization

-mode
4.2.2 _ FAIL
argument is not
set to
AlwaysAllow
Use Webhook f;f"

authentication/authorization
where possible.
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Ensure that the
--client-cert-auth
argument is set
to true

A. See explanation below.
B. PlaceHolder

Correct Answer: A
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