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QUESTION 1

Create a network policy named allow-np, that allows pod in the namespace staging to connect to port 80 of other pods
in the same namespace. 

Ensure that Network Policy: 

1.

 Does not allow access to pod not listening on port 80. 

2.

 Does not allow access from Pods, not in namespace staging. 

A. See the explanation below: 

B. PlaceHolder 

Correct Answer: A 

apiVersion: networking.k8s.io/v1 

kind: NetworkPolicy 

metadata: 

name: network-policy 

spec: 

podSelector: {} #selects all the pods in the namespace deployed policyTypes: 

-Ingress ingress: 

-ports: #in input traffic allowed only through 80 port only 

-protocol: TCP port: 80 

 

QUESTION 2
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AppArmor is enabled on the cluster\\'s worker node. An AppArmor profile is prepared, but not enforced yet. 
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Task 

On the cluster\\'s worker node, enforce the prepared AppArmor profile located at /etc/apparmor.d/nginx_apparmor. 

Edit the prepared manifest file located at /home/candidate/KSSH00401/nginx-pod.yaml to apply the AppArmor profile. 

Finally, apply the manifest file and create the Pod specified in it. 

A. See the explanation below 

B. PlaceHolder 

Correct Answer: A 

 

 

QUESTION 3

You must complete this task on the following cluster/nodes: Cluster: immutable-cluster 

Master node: master1 

Worker node: worker1 

You can switch the cluster/configuration context using the following command: 

[desk@cli] $ kubectl config use-context immutable-cluster 

Context: It is best practice to design containers to be stateless and immutable. 

Task: 

Inspect Pods running in namespace prod and delete any Pod that is either not stateless or not immutable. 

Use the following strict interpretation of stateless and immutable: 

1.

 Pods being able to store data inside containers must be treated as not stateless. 

Note: You don\\'t have to worry whether data is actually stored inside containers or not already. 

2.

 Pods being configured to be privileged in any way must be treated as potentially not stateless or not immutable. 

A. See the explanation below 

B. PlaceHolder 

Correct Answer: A 
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QUESTION 4
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Cluster: dev Master node: master1 Worker node: worker1 You can switch the cluster/configuration context using the
following command: [desk@cli] $ kubectl config use-context dev Task: 

Retrieve the content of the existing secret named adam in the safe namespace. 

Store the username field in a file names /home/cert-masters/username.txt, and the password field in a file named
/home/cert-masters/password.txt. 

1.

 You must create both files; they don\\'t exist yet. 

2.

 Do not use/modify the created files in the following steps, create new temporary files if needed. 

Create a new secret names newsecret in the safe namespace, with the following content: 

Username: dbadmin Password: moresecurepas 

Finally, create a new Pod that has access to the secret newsecret via a volume: 

Namespace:safe Pod name:mysecret-pod Container name:db-container Image:redis Volume name:secret-vol Mount
path:/etc/mysecret 

A. See the explanation below 

B. PlaceHolder 

Correct Answer: A 

 

 

QUESTION 5

A CIS Benchmark tool was run against the kubeadm-created cluster and found multiple issues that must be addressed
immediately. 
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Fix all issues via configuration and restart the affected components to ensure the new settings take effect. Fix all of the
following violations that were found against the API server: 
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Fix all of the following violations that were found against the Kubelet: Fix all of the following violations that were found
against etcd: 
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A. See explanation below. 

B. PlaceHolder 

Correct Answer: A 
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