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QUESTION 1

Cluster: scanner 

Master node: controlplane 

Worker node: worker1 

You can switch the cluster/configuration context using the following command: 

[desk@cli] $ kubectl config use-context scanner 

Given: 

You may use Trivy\\'s documentation. 

Task: 

Use the Trivy open-source container scanner to detect images with severe vulnerabilities used by Pods in the
namespace nato. 

Look for images with High or Critical severity vulnerabilities and delete the Pods that use those images. 

Trivy is pre-installed on the cluster\\'s master node. Use cluster\\'s master node to use Trivy. 

A. See the explanation below 

B. PlaceHolder 

Correct Answer: A 

 

 

QUESTION 2

CKS Practice Test | CKS Study Guide | CKS Braindumps                              2 / 18

https://www.passapply.com/cks.html
https://www.passapply.com/cks.html
https://www.passapply.com/cks.html


https://www.passapply.com/cks.html
2024 Latest passapply CKS PDF and VCE dumps Download

CKS Practice Test | CKS Study Guide | CKS Braindumps                              3 / 18

https://www.passapply.com/cks.html
https://www.passapply.com/cks.html
https://www.passapply.com/cks.html


https://www.passapply.com/cks.html
2024 Latest passapply CKS PDF and VCE dumps Download

CKS Practice Test | CKS Study Guide | CKS Braindumps                              4 / 18

https://www.passapply.com/cks.html
https://www.passapply.com/cks.html
https://www.passapply.com/cks.html


https://www.passapply.com/cks.html
2024 Latest passapply CKS PDF and VCE dumps Download

CKS Practice Test | CKS Study Guide | CKS Braindumps                              5 / 18

https://www.passapply.com/cks.html
https://www.passapply.com/cks.html
https://www.passapply.com/cks.html


https://www.passapply.com/cks.html
2024 Latest passapply CKS PDF and VCE dumps Download

You can switch the cluster/configuration context using the following command: 

[desk@cli] $ kubectl config use-context dev 

Context: 

A CIS Benchmark tool was run against the kubeadm created cluster and found multiple issues that must be addressed. 

Task: 

Fix all issues via configuration and restart the affected components to ensure the new settings take effect. 

Fix all of the following violations that were found against the API server: 

1.2.7 authorization-mode argument is not set to AlwaysAllow FAIL 

1.2.8 authorization-mode argument includes Node FAIL 

1.2.7 authorization-mode argument includes RBAC FAIL 

Fix all of the following violations that were found against the Kubelet: 

4.2.1 Ensure that the anonymous-auth argument is set to false FAIL 

4.2.2 authorization-mode argument is not set to AlwaysAllow FAIL (Use Webhook autumn/authz where possible) 

Fix all of the following violations that were found against etcd: 

2.2 Ensure that the client-cert-auth argument is set to true 

A. See the explanation below 

B. PlaceHolder 

Correct Answer: A 

worker1 $ vim /var/lib/kubelet/config.yaml uk.co.certification.simulator.questionpool.PList@132b77a0 worker1 $
systemctl restart kubelet. # To reload kubelet configssh to master1master1 $ vim /etc/kubernetes/manifests/kube-
apiserver.yaml- -- authorizationmode=Node,RBACmaster1 $ vim /etc/kubernetes/manifests/etcd.yaml- --client-cert-
auth=true 

Explanationssh to worker1worker1 $ vim /var/lib/kubelet/config.yaml apiVersion: kubelet.config.k8s.io/v1beta1
authentication: anonymous: enabled: true #Delete this enabled: false #Replace by this webhook: cacheTTL: 0s enabled:
true x509: clientCAFile: /etc/kubernetes/pki/ca.crt authorization: mode: AlwaysAllow #Delete this mode: Webhook
#Replace by this webhook: cacheAuthorizedTTL: 0s cacheUnauthorizedTTL: 0s cgroupDriver: systemd clusterDNS: 

-10.96.0.10 clusterDomain: cluster.local cpuManagerReconcilePeriod: 0s evictionPressureTransitionPeriod: 0s
fileCheckFrequency: 0s healthzBindAddress: 127.0.0.1 healthzPort: 10248 httpCheckFrequency: 0s
imageMinimumGCAge: 0s kind: KubeletConfiguration logging: {} nodeStatusReportFrequency: 0s
nodeStatusUpdateFrequency: 0s resolvConf: /run/systemd/resolve/resolv.conf rotateCertificates: true
runtimeRequestTimeout: 0s staticPodPath: /etc/kubernetes/manifests streamingConnectionIdleTimeout: 0s
syncFrequency: 0s volumeStatsAggPeriod: 0s worker1 $ systemctl restart kubelet. # To reload kubelet configssh to
master1master1 $ vim /etc/kubernetes/manifests/kube-apiserver.yaml 
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master1 $ vim /etc/kubernetes/manifests/etcd.yaml 

 

QUESTION 3

CORRECT TEXT 

A PodSecurityPolicy shall prevent the creation of privileged Pods in a specific namespace. 
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Task 

Create a new PodSecurityPolicy named prevent-psp-policy,which prevents the creation of privileged Pods. 

Create a new ClusterRole named restrict-access-role, which uses the newly created PodSecurityPolicy prevent-psp-
policy. 

Create a new ServiceAccount named psp-restrict-sa in the existing namespace staging. 

Finally, create a new ClusterRoleBinding named restrict-access-bind, which binds the newly created ClusterRole restrict-
access-role to the newly created ServiceAccount psp- restrict-sa. 

A. See explanation below. 

B. PlaceHolder 

Correct Answer: A 
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QUESTION 4

A Role bound to a Pod\\'s ServiceAccount grants overly permissive permissions. Complete the following tasks to reduce
the set of permissions. 

Task 
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Given an existing Pod named web-pod running in the namespace security. 

Edit the existing Role bound to the Pod\\'s ServiceAccount sa-dev-1 to only allow performing watch operations, only on
resources of type services. 

Create a new Role named role-2 in the namespace security, which only allows performing update 

operations, only on resources of type namespaces. 

Create a new RoleBinding named role-2-binding binding the newly created Role to the Pod\\'s ServiceAccount. 

A. See the explanation below 

B. PlaceHolder 

Correct Answer: A 
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QUESTION 5

Given an existing Pod named nginx-pod running in the namespace test-system, fetch the service-account-name used
and put the content in /candidate/KSC00124.txt 

Create a new Role named dev-test-role in the namespace test-system, which can perform update operations, on
resources of type namespaces. 

Create a new RoleBinding named dev-test-role-binding, which binds the newly created Role to the Pod\\'s
ServiceAccount ( found in the Nginx pod running in namespace test- system). 

A. See explanation below. 
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B. PlaceHolder 

Correct Answer: A 
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