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QUESTION 1

DRAG DROP
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Place the following information classification steps in sequential order.

Select and Place:

Steps

Decclassify information when
appropriate

Apply the appropriate security
markings

Conduct periodic classification
reviews

Assign a classification
level

Document the information
assets

Correct Answer:

Steps

Ordel
Step
Step
Step
Step
Step
Ordel
Document the information Step
assets
Assign a classification Step
Hevel
Apply the appropriate security Step
markings
Conduct periodic classification Step
reviews
Declassilf}' information when St&ﬂ
appropriate
217
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QUESTION 2
HOTSPOT

Which Web Services Security (WS-Security) specification handles the management of security tokens and the
underlying policies for granting access? Click on the correct specification in the image below.

Hot Area:

s a'd a'd 2
WS-Secure ) WS-
Conversation SR G Authorization
8 A A J
- ' S N\
WS-Policy WS-Trust WS-Privacy
R A A y,

Correct Answer:
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-
WS-Secure
e WS-Federation
Conversation
\.
>
WS-Policy WS-Trust WS-Privacy
\
QUESTION 3
DRAG DROP

Match the name of access control model with its associated restriction.
Drag each access control model to its appropriate restriction access on the right.

Select and Place:

Access Control Model FRestrictions

Masdatnry Ansaes Cnntred End user cannot set controls

Subject has total control over

Discretonary Access Control[DAC) ubjec'.s
Dynamically assigns permissions to
Tl B pow particular duties basad on job function
——— — Dynamically assigns roles to subjects

Correct Answer:
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Access Control Model Restrictions

II:MI:InrpI Armace Canteal ‘ End user Cﬂnr‘lﬂt EEt Cﬂntrﬂlﬂ

| Subject has total control over
Discretonary Access Control [DAC) | y
| objecs

Dynamically assigns permissions to

Role Based Access Control (RBAC - i ‘ '
i Aouess Conarol | '[ particular duties basad on job function

I Dynamically assigns roles to subjects

Rule Based Access Control i " .
| bases on criteria assigned by a custodian

QUESTION 4
DRAG DROP
Given the various means to protect physical and logical assets, match the access management area to the technology.

Select and Place:

Area Technolog
Facilties Encryption
Devices Window

Informatici Firewall

Systems | Authenticatiq

Correct Answer:

Area Technolog

Informatioi Encryption
Facilities Window

Devices Firewall
Systems Authenticatiq
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QUESTION 5

DRAG DROP

A software security engineer is developing a black box-based test plan that will measure the system\\'s reaction to
incorrect or illegal inputs or unexpected operational errors and situations. Match the functional testing techniques on the

left with the correct input parameters on the right.

Select and Place:

Functional Testing Input Parameter
Techniaues Selection
|State-Based Analysis | | | [Select one input that

does not belong to any
of the identified partitions.

| Equivalence Class Analysis | | | [Select inputs that are at

the external limits of the
domain of valid values.

Decision Table Analysis | | | [Select invalid

combinations of input
values.

Boundary Value Analysis | | | [Select unexpected

inputs corresponding to
each known condition.

Correct Answer:
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Functional Testing

Technidues
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Input Parameter

Selection

| Eaquivalence Class Analysis

Select one input that

does not belong to any
of the identified partitions.

CISSP-2018 PDF Dumps

:| Boundary Value Analysis |

Select inputs that are at

the external limits of the
domain of valid values.

Decision Table Analysis |

Select invalid
combinations of input

values.

|State—Based Analysis |

CISSP-2018 Practice Test

Select unexpected

inputs corresponding to
each known condition.
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