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QUESTION 1
DRAG DROP
Order the below steps to create an effective vulnerability management process.

Select and Place:

Step Ordel
Identify risks 1
Implement patch 2

[ danlnumant

Implement recurring 13 |
lcranninn erhadile |

|dentify assets 4
Implement change 19 |
imananamant

Correct Answer:

Step Ordel
‘ Identify assets 1
— 2

|dentify risks
Implement change 13|
imananameant

‘ Implement patch <
 denlnvument
Implement recurring e
cranninnachadile
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QUESTION 2

DRAG DROP

A software security engineer is developing a black box-based test plan that will measure the system\\'s reaction to
incorrect or illegal inputs or unexpected operational errors and situations. Match the functional testing techniques on the

left with the correct input parameters on the right.

Select and Place:

Functional Testing Input Parameter
Techniaues Selection
|State-Based Analysis | | | [Select one input that

does not belong to any
of the identified partitions.

| Equivalence Class Analysis | | | [Select inputs that are at

the external limits of the
domain of valid values.

Decision Table Analysis | | | [Select invalid

combinations of input
values.

Boundary Value Analysis | | | ‘Select unexpected

inputs corresponding to
each known condition.

Correct Answer:
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Input Parameter

Selection

| Eaquivalence Class Analysis

Select one input that

does not belong to any
of the identified partitions.

QUESTION 3

DRAG DROP

Match the access control type to the example of the control type. Drag each access control type net to its corresponding

example.

Select and Place:

Access Control Type

Administrative

Technical

Logical

Physical

Correct Answer:
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:| Boundary Value Analysis |

Select inputs that are at

the external limits of the
domain of valid values.

Decision Table Analysis |

Select invalid
combinations of input

values.

|State—Based Analysis |

Select unexpected

inputs corresponding to
each known condition.

Example

Labeling of sensitive data

Biometrics for authentication

Constrained user interface

Radio Frequency |dentification
(RFID) badge

417
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Access Control Type

Administrative

Logical

Technical

QUESTION 4
DRAG DROP
Place the following information classification s

Select and Place:

Steps

Physical

teps in sequential order.

Decclassify information when
Jopropriate .

TR —

Example

Labeling of sensitive data

Biometrics for authentication

Constrained user interface

Radio Frequency |dentification
(RFID) badge

Apply the appropriate security
markings

Conduct periodic classification
reviews

Assign a classification
Uevel

Document the information
assets

Correct Answer:

Latest CISSP-2018 Dumps | CISSP-2018 VCE Dumps | CISSP-2018 Practice Test 517


https://www.passapply.com/cissp-2018.html
https://www.passapply.com/cissp-2018.html
https://www.passapply.com/cissp-2018.html

VCE & PDF https://www.passapply.com/cissp-2018.html|
2024 Latest passapply CISSP-2018 PDF and VCE dumps Download

PassApply.com

o)
—
(D
N

Ordel

QUESTION 5

DRAG DROP

Document the information Step
assets

Assign a classification Step
level

Apply the appropriate security Step
markings

Conduct periodic classification Step
reviews

Declassi'f}' information when StED
appropriate

Drag the following Security Engineering terms on the left to the BEST definition on the right.

Select and Place:

Security Engineering Term

i Risk

Protection Needs
Assessment

-
| Threat Assessment

‘ Security Risk Treatment

Correct Answer:

Definition

| Amessure of the extent to which an enfity ks threalened by a pobential

dircumstance of svend, the adverse iImpacts that would artse i the
ciroumstance o even] ocours, and the lkelihood of

The method weed 10 identify the confidentiality, imegrity, and ralabilsy

requirements for orpanizational and sysiem assets and o chamcierize the

adverss iImpad o comequences should the assel be lost, modified, degraded, disnupied,
coffpromised, of beooms unarealabls.

The maethod used 1o identify and chamcierize the dangers anticipated throughout the

life cyche of i Sysiem.

The: method wsed 10 identify leasibie seourity risk miigation options
and plans
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Security Engineering Term Definition
Amieasune of the exent 1o which a0 sility ks theealensd by o potental
Risk circumstancs of svend, i advense impacts: that would arise # the

circumstance of svenl ooours, and the llihood of

mwmwmﬁumkﬁﬁ amhbﬂvh

b requirements for cepanizational and sysiem assats and to charcterize
Sm.lﬂ'l?Rlﬂle'HHﬁﬂHﬂt advierse Impact o consequences should (he asset be bost, modifled, degraded, disnuped,
Conryemised, of becoirss unavailable.

Protection Needs Thee method used 1o kdentify and chamcierize the dangers anticipated throughout the
A ment lifie cycle of the sysiem.

The method used 1o identity feasible securty sk misigation opticns
Threat Assessment and plans, =
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